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Abstract

Thi s docunent descri bes HTCPCP, a protocol for controlling,
noni toring, and di agnosi ng cof fee pots.

1. Rational e and Scope

There is coffee all over the world. Increasingly, in a world in which
conmputing is ubiquitous, the conputists want to nmake coffee. Coffee
brewing is an art, but the distributed intelligence of the web-
connected world transcends art. Thus, there is a strong, dark, rich
requi renent for a protocol designed espressoly for the brew ng of
coffee. Coffee is brewed using coffee pots. Networked coffee pots
require a control protocol if they are to be controll ed.

I ncreasi ngly, honme and consuner devices are being connected to the
Internet. Early networking experinents denonstrated vendi ng devi ces
connected to the Internet for status nmonitoring [COKE]. One of the
first renotely operated_nachine to be hooked up to the Internet,
the Internet Toaster, (controlled via SNMP) was debuted in 1990

[ RFC2235] .

The demand for ubi quitous appliance connectivity that is causing the
consunption of the |IPv4 address space. Consumers want renote control
of devices such as coffee pots so that they may wake up to freshly
brewed coffee, or cause coffee to be prepared at a precise tine after
t he conpl eti on of dinner preparations.
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Thi s docunent specifies a Hyper Text Coffee Pot Control Protocol
(HTCPCP), which permits the full request and responses necessary to
control all devices capable of nmaking the popul ar caffeinated hot
bever ages.

HTTP 1.1 ([ RFC2068]) permits the transfer of web objects fromorigin
servers to clients. The web is world-wide. HICPCP is based on HTTP.
This is because HTTP is everywhere. It could not be so pervasive

W t hout being good. Therefore, HITP is good. |If you want good coffee,
HTCPCP needs to be good. To make HTCPCP good, it is good to base
HTCPCP on HTTP.

Future versions of this protocol may include extensions for espresso
machi nes and sim |l ar devices.

2. HTCPCP Protoco

The HTCPCP protocol is built on top of HITP, with the addition of a
f ew new net hods, header fields and return codes. Al HTCPCP servers
should be referred to wwth the "coffee:" URI schene (Section 4).

2.1 HTCPCP Added Met hods
2.1.1 The BREW net hod, and the use of POST

Commands to control a coffee pot are sent fromclient to coffee
server using either the BREWor POST nethod, and a nessage body with
Content-Type set to "application/coffee-pot-comand".

A coffee pot server MJST accept both the BREW and POST net hod
equi valently. However, the use of POST for causing actions to happen
i s deprecat ed.

Coffee pots heat water using electronic nechanisns, so there is no
fire. Thus, no firewalls are necessary, and firewall control policy
is irrelevant. However, POST nay be a trademark for coffee, and so
t he BREW nmet hod has been added. The BREW net hod may be used with

ot her HTTP-based protocols (e.g., the Hyper Text Brewery Control
Prot ocol).

2.1.2 CGET net hod

In HTTP, the GET nethod is used to nean "retrieve whatever
information (in the formof an entity) identified by the Request-
URI." If the Request-URlI refers to a data-producing process, it is
t he produced data which shall be returned as the entity in the
response and not the source text of the process, unless that text
happens to be the out put of the process.
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In HTCPCP, the resources associated with a coffee pot are physical,
and not information resources. The "data" for npst coffee URl s
contain no caffeine.

2.1.3 PROPFI ND net hod

If a cup of coffee is data, netadata about the brewed resource is
di scovered using the PROPFI ND net hod [ WEBDAV]

2.1.4 \\HEN net hod

When coffee is poured, and mlk is offered, it is necessary for the
hol der of the recipient of mlk to say "when" at the tine when
sufficient mlk has been introduced into the coffee. For this

pur pose, the "WHEN' net hod has been added to HTCPCP. Enough? Say
VHEN.

2.2 Coffee Pot Header fields

HTCPCP r ecommends several HITP header fields and defi nes sone new
ones.

2.2.1 Recommended header fields
2.2.1.1 The "safe" response header field.

[ SAFE] defines a HTTP response header field, "Safe", which can be
used to indicate that repeating a HITP request is safe. The inclusion
of a "Safe: Yes" header field allows a client to repeat a previous
request if the result of the request m ght be repeated.

The actual safety of devices for brewing coffee varies wdely, and
may depend, in fact, on conditions in the client rather than just in
the server. Thus, this protocol includes an extension to the "Safe"
response header:

Saf e = "Safe" ":" safe-nature
saf e-nature = "yes" | "no" | conditionally-safe
conditionally-safe = "if-" safe-condition
saf e-condi tion = "user-awake" | token
indication will allow user agents to handle retries of sonme safe
requests, in particular safe POST requests, in a nore user-friendly

way.

Masi nt er I nf or mat i onal [ Page 3]



RFC2324 RFC.net

RFC 2324 HTCPCP/ 1. 0

2.2.2 New header fields

2.2.2.1 The Accept-Additions header field

Page 4 of 11

1 April 1998

In HTTP, the "Accept" request-header field is used to specify nedia

types which are acceptable for the response.

However, in HTCPCP, the

response nay result in additional actions on the part of the
automated pot. For this reason, HTCPCP adds a new header field,

"Accept - Addi ti ons":

Accept - Addi ti ons

"Accept-Additions" ":"

#( addition-range [ accept-parans | )

addi tion-type = ( "*"
| mlk-type
| syrup-type
| sweetener-type
| spice-type
| al cohol -type
) *( ";" paraneter )
mlk-type = ( "Creant | "Half-and-half" | "Wole-mlk'
| "Part-Skim | “"Non-Dairy" )
syrup-type = ( "Vanilla" | "Al nond" "Raspberry”
| "Chocol ate" )
al cohol -type = ( "Wisky" | "Runt "Kahlua" | "Aquavit" )

2.2.3 Ontted Header Fields

No options were given for decaffeinated coffee.

2.3 HTCPCP return codes

What’ s the point?

Normal HTTP return codes are used to indicate difficulties of the

HTCPCP server. This section identifies special

new return codes.

2.3.1 406 Not Acceptable

i nterpretati ons and

This return code is normally interpreted as "The resource identified
by the request is only capable of generating response entities which
have content characteristics not acceptable according to the accept

headers sent in the request. In HTCPCP,

this response code MAY be

returned if the operator of the coffee pot cannot conply with the
Accept-Addition request. Unless the request was a HEAD request, the
response SHOULD i nclude an entity containing a |list of avail able

cof fee additions.
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addi ti ons.

2.3.2 418 I'ma t

Any attenpt to brew coffee with a teapot should result
The resulting entity body MAY be short and
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eapot

code "418 |'’m a teapot".
stout .
3. The "coffee" URI schene

Because coffee is international,

schenes. Al

any of 29 | anguages,

i nt ernati onal

coffee-url =

cof fee-schene = (

there are internationa
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nost autonated coffee pots cannot currently provide

in the error

coffee UR

coffee URL schenmes are witten with URL encodi ng of the
UTF- 8 encodi ng of the characters that spell the word for "coffee" in
foll ow ng the conventions for
zation in URIs [ URLI 18N .
cof fee-schenme ":" [ "//" host ]
["/" pot-designator ] ["?" additions-list ]
"koffie" ; Afrikaans, Dutch
| " qUC3YAGhv AC3YAG" ; Azerbaij ani
| "90%82%D0YB7YOYB8YD8YA9" ; Arabic
| "akeita" ; Basque
| "koffee" ; Bengal
| "kahva" ; Bosni an
| "kafe" ; Bul garian, Czech
| "caf %C3%E8" ; Catal an, French, Galician
| "YES5Y92906YES5YO5%AL" ; Chi nese
| "kava" ; Croatian
| "k¥C3%Alva ; Czech
| "kaffe" ; Dani sh, Norwegi an, Swedi sh
| "coffee" ; English
| "kafo" ; Esperanto
| "kohv" : Estonian
| "kahvi™" ; Finnish
| "9%iBaf f ee"” ; Ger man
| " YCEYBAYCEYBLYCFYB6YCEYAD' ; G eek
| " Y%E0YALYO5YEO0YASYB CYEOYALYABUEOYASYB0" ; Hi ndi
| "%E3Y829B3YEIVB3IYBCUEIYB3IVO2%E3YB3IYBC' ; Japanese
| " Y%ECYBBYALYEDYO4YBC' ;  Kor ean
| " YO0YBAYDOYBEYDLYB4%YD0YB5" ; Russi an
| "%E0YB3YB1YE0YB3YB2YE0YBOYB81UE0YBEYOF" ; Thai
)

pot - desi gnat or
addi tions-1i st

Masi nt er

"pot-" integer ; for

#( addition )

| nf or mati onal

machi nes with

mul ti ple pots
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Al'l alternative coffee-schenme forns are equival ent. However, the use
of coffee-schene in various | anguages MAY be interpreted as an

i ndi cation of the kind of coffee produced by the coffee pot. Note
that while URL schenme nanes are case-independent, capitalization is
inmportant for German and thus the initial "K' nust be encoded.

4. The "nessage/ cof feepot™ nedia type

The entity body of a POST or BREWrequest MJST be of Content-Type
"message/ coffeepot”. Since nost of the information for controlling
the coffee pot is conveyed by the additional headers, the content of
"message/ cof feepot™ contains only a coffee-nessage- body:

cof f ee- nessage- body = "start" | "stop"
5. Operational constraints

This section |lays out sonme of the operational issues with depl oynment
of HTCPCP ubi qui t ously.

5.1 Timng Considerations

A robust quality of service is required between the coffee pot user
and the coffee pot service. Coffee pots SHOULD use the Network Tine
Protocol [NTP] to synchronize their clocks to a globally accurate

ti me standard.

Tel eroboti cs has been an expensive technol ogy. However, with the
advent of the Canbridge Coffee Pot [CAM, the use of the web (rather
than SNMP) for renote system nonitoring and managenent has been
proven. Additional coffee pot naintenance tasks m ght be
acconpl i shed by renote robotics.

Web data is normally static. Therefore to save data transm ssion and
time, Web browser prograns store each Wb page retrieved by a user on
the user’s conputer. Thus, if the user wants to return to that page,
it is now stored locally and does not need to be requested again from
the server. An image used for robot control or for nonitoring a
changing scene is dynamc. A fresh version needs to be retrieved from
the server each tinme it is accessed.

5.2 Crossing firewalls

I n nost organi zations HITP traffic crosses firewalls fairly easily.
Modern coffee pots do not use fire. However, a "firewall" is useful
for protection of any source fromany manner of heat, and not just
fire. Every home conputer network SHOULD be protected by a firewall
from sources of heat. However, renote control of coffee pots is
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i mportant from outside the hone. Thus, it is inportant that HTCPCP
cross firewalls easily.

By basi ng HTCPCP on HTTP and using port 80, it will get all of HITP s
firewall-crossing virtues. O course, the home firewalls will require
reconfiguration or new versions in order to accommodat e HTCPCP-

speci fic methods, headers and trailers, but such upgrades will be
easi |y accommopdat ed. Most hone network system adm ni strators drink
coffee, and are willing to accommpdate the needs of tunnelling
HTCPCP.

6. System managenent consi derations

Cof fee pot nonitoring using HITP protocols has been an early
application of the web. In the earliest instance, coffee pot
nmonitoring was an early (and appropriate) use of ATM networks [ CAM.

The traditional technique [CAM was to attach a frame-grabber to a
video canera, and feed the inages to a web server. This was an
appropriate application of ATM networks. In this coffee pot
installation, the Trojan Room of Canbridge University | aboratories
was used to give a web interface to nonitor a common coffee pot. of
us involved in related research and, being poor, inpoverished
acadenmics, we only had one coffee filter machi ne between us, which
lived in the corridor just outside the Trojan Room However, being
hi ghly dedi cated and hard-wor ki ng academ cs, we got through a | ot of
coffee, and when a fresh pot was brewed, it often didn’t |ast |ong.

This service was created as the first application to use a new RPC
mechani sm desi gned in the Canbri dge Conputer Laboratory - NMSRPC2. It
runs over MBNL (Multi-Service Network Layer) - a network |ayer

prot ocol designed for ATM networks.

Coffee pots on the Internet may be managed using the Coffee Pot M B
[CPM B] .

7. Security Considerations

Anyone who gets in between nme and ny norning coffee should be
i nsecure.

Unnoder at ed access to unprotected coffee pots fromlnternet users
m ght lead to several kinds of "denial of coffee service" attacks.
The i nproper use of filtration devices mght admt trojan grounds.
Filtration is not a good virus protection nethod.
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Putting coffee grounds into Internet plunmbing may result in clogged
pl unbi ng, which would entail the services of an Internet Pl unber
[ PLUMB], who would, in turn, require an Internet Plunber’s Hel per.

Access authentication will be discussed in a separate neno.
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11. Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al R ghts Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherw se explain it
or assist in its inplenmentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
t he copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE
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