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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
I nternet community, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Abstract

STD 11, RFC 822 defines a nessage representati on protocol specifying
consi derabl e detail about US-ASCI| message headers, but which | eaves
t he nessage content, or nessage body, as flat US-ASCI| text. This
set of docunents, collectively called the Miltipurpose |Internet Mi
Extensions, or M ME, redefines the format of nessages to allow for

(1) t extual nessage bodies in character sets other than
US- ASCI |

(2) an extensible set of different formats for non-textual
nmessage bodi es,

(3) mul ti-part nessage bodies, and

(4) textual header information in character sets other than
US- ASCl |

These docunents are based on earlier work docunented in RFC 934, STD
11, and RFC 1049, but extends and revises them Because RFC 822 said
so little about nessage bodies, these docunents are |argely
orthogonal to (rather than a revision of) RFC 822.

The initial document in this set, RFC 2045, specifies the various
headers used to describe the structure of M M nessages. This second
docunent defines the general structure of the MM nedia typing
system and defines an initial set of media types. The third docunent,
RFC 2047, describes extensions to RFC 822 to all ow non-US-ASCI | text
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data in Internet mail header fields. The fourth docunment, RFC 2048,
specifies various | ANA registration procedures for MM:-rel ated
facilities. The fifth and final docunent, RFC 2049, describes M ME
conformance criteria as well as providing sone illustrative exanpl es
of M ME nessage formats, acknow edgenents, and the bibliography.

These docunents are revisions of RFCs 1521 and 1522, which thensel ves
were revisions of RFCs 1341 and 1342. An appendix in RFC 2049
descri bes differences and changes from previ ous versions.
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1. Introduction

The first docunment in this set, RFC 2045, defines a nunber of header
fields, including Content-Type. The Content-Type field is used to
specify the nature of the data in the body of a MM entity, by
giving nedia type and subtype identifiers, and by providing auxiliary
information that may be required for certain nedia types. After the
type and subtype nanes, the remainder of the header field is sinply a
set of paraneters, specified in an attribute/value notation. The
ordering of paraneters is not significant.

In general, the top-level nedia type is used to declare the general
type of data, while the subtype specifies a specific format for that
type of data. Thus, a nedia type of "inmage/xyz" is enough to tell a
user agent that the data is an image, even if the user agent has no

know edge of the specific imge format "xyz". Such information can
be used, for exanple, to decide whether or not to show a user the raw
data from an unrecogni zed subtype -- such an action m ght be
reasonabl e for unrecogni zed subtypes of "text", but not for
unrecogni zed subtypes of "inmage" or "audio". For this reason,

regi stered subtypes of "text", "inmage", "audio", and "video" should

not contain enbedded information that is really of a different type.
Such conpound formats shoul d be represented using the "multipart" or
"application" types.

Paraneters are nodifiers of the nmedia subtype, and as such do not
fundanmental ly affect the nature of the content. The set of

nmeani ngf ul parameters depends on the nmedia type and subtype. Most
paraneters are associated with a single specific subtype. However, a
given top-level nedia type may define paraneters which are applicable
to any subtype of that type. Paraneters may be required by their
defining nmedia type or subtype or they may be optional. M M

i npl enentati ons nust al so i gnore any paraneters whose nanmes they do
not recogni ze.

M ME' s Content-Type header field and nedia type nechani sm has been
carefully designed to be extensible, and it is expected that the set
of nmedia type/subtype pairs and their associ ated paranmeters wll grow
significantly over tinme. Several other MM facilities, such as
transfer encodi ngs and "nessage/ ext er nal - body" access types, are
likely to have new val ues defined over time. 1In order to ensure that
the set of such values is developed in an orderly, well-specified,
and public manner, M ME sets up a registration process which uses the
I nternet Assigned Nunmbers Authority (I ANA) as a central registry for
M ME s various areas of extensibility. The registration process for
these areas is described in a conpanion docunment, RFC 2048.
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The initial seven standard top-level nedia type are defined and
described in the remai nder of this docunent.

2. Definition of a Top-Level Media Type

The definition of a top-level nedia type consists of:

(1)

(2)

(3)

(4)

(5)

a nane and a description of the type, including
criteria for whether a particular type would qualify
under that type,

t he nanes and definitions of paraneters, if any, which
are defined for all subtypes of that type (including
whet her such paraneters are required or optional),

how a user agent and/or gateway should handl e unknown
subtypes of this type,

general considerations on gatewaying entities of this
top-level type, if any, and

any restrictions on content-transfer-encodings for
entities of this top-Ievel type.

3. Overview O The Initial Top-Level Media Types

The five discrete top-level nedia types are:

(1)

text -- textual information. The subtype "plain" in
particul ar indicates plain text containing no
formatti ng commands or directives of any sort. Plain
text is intended to be displayed "as-is". No speci al
software is required to get the full neaning of the
text, aside from support for the indicated character
set. Oher subtypes are to be used for enriched text in
forms where application software may enhance the
appearance of the text, but such software nust not be
required in order to get the general idea of the
content. Possible subtypes of "text" thus include any
word processor format that can be read w thout
resorting to software that understands the format. In
particular, formats that enpl oy enbeddded binary
formatting information are not considered directly
readable. A very sinple and portabl e subtype,
"richtext", was defined in RFC 1341, wth a further
revision in RFC 1896 under the name "enriched".
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imge -- image data. "lnmage" requires a display device

(such as a graphical display, a graphics printer, or a
FAX machine) to view the information. An initial
subtype is defined for the wi dely-used inmage format
JPEG . subtypes are defined for two w dely-used i mage
formats, jpeg and gif.

audi o -- audio data. "Audio" requires an audi o out put
devi ce (such as a speaker or a tel ephone) to "display"
the contents. An initial subtype "basic" is defined in
this docunent.

video -- video data. "Video" requires the capability
to display noving images, typically including
speci ali zed hardware and software. An initial subtype
"npeg" is defined in this docunent.

application -- sonme other kind of data, typically
either uninterpreted binary data or information to be
processed by an application. The subtype "octet-
streant is to be used in the case of uninterpreted

bi nary data, in which case the sinplest recomended
action is to offer to wite the information into a file
for the user. The "PostScript" subtype is also defined
for the transport of PostScript material. O her
expected uses for "application"” include spreadsheets,
data for mail-based scheduling systens, and | anguages
for "active" (conmputational) nmessaging, and word
processing formats that are not directly readable.

Note that security considerations may exi st for sone
types of application data, nost notably
"application/PostScript" and any form of active
nmessagi ng. These issues are discussed later in this
docunent .

The two conposite top-level nedia types are:

(1)

multipart -- data consisting of multiple entities of

i ndependent data types. Four subtypes are initially
defined, including the basic "m xed" subtype specifying
a generic mxed set of parts, "alternative" for
representing the same data in multiple formats,
"parallel"™ for parts intended to be viewed

si mul taneously, and "digest" for nultipart entities in
whi ch each part has a default type of "nessage/rfc822".
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(2) nessage -- an encapsul ated nessage. A body of nedia
type "nmessage" is itself all or a portion of sone kind
of nmessage object. Such objects may or may not in turn
contain other entities. The "rfc822" subtype is used
when the encapsul ated content is itself an RFC 822
nessage. The "partial" subtype is defined for parti al
RFC 822 nmessages, to pernmit the fragnmented transm ssion
of bodies that are thought to be too |arge to be passed
t hrough transport facilities in one piece. Another
subtype, "external -body", is defined for specifying
| arge bodies by reference to an external data source.

It should be noted that the Iist of nmedia type values given here may
be augnented in tinme, via the nmechani sns descri bed above, and that
the set of subtypes is expected to grow substantially.

4. Discrete Media Type Val ues

Five of the seven initial nedia type values refer to discrete bodies.
The content of these types nust be handl ed by non-M ME nechani sns;
t hey are opaque to M ME processors.

4.1. Text Media Type

The "text" media type is intended for sending material which is
principally textual in form A "charset" paraneter nay be used to
i ndicate the character set of the body text for "text" subtypes,
notably including the subtype "text/plain", which is a generic
subtype for plain text. Plain text does not provide for or allow
formatti ng commands, font attribute specifications, processing
instructions, interpretation directives, or content markup. Plain
text is seen sinply as a linear sequence of characters, possibly
interrupted by line breaks or page breaks. Plain text may all ow the
stacki ng of several characters in the sanme position in the text.
Plain text in scripts |ike Arabic and Hebrew may al so include
facilitites that allow the arbitrary m xi ng of text segments with
opposite witing directions.

Beyond plain text, there are many formats for representing what m ght
be known as "rich text". An interesting characteristic of many such
representations is that they are to sonme extent readable even w thout
the software that interprets them It is useful, then, to

di stinguish them at the highest level, fromsuch unreadabl e data as
i mges, audio, or text represented in an unreadable form In the
absence of appropriate interpretation software, it is reasonable to
show subtypes of "text" to the user, while it is not reasonable to do
so with nost nontextual data. Such formatted textual data should be
represented using subtypes of "text".
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4.1.1. Representation of Line Breaks

The canonical formof any MM "text" subtype MJUST al ways represent a
line break as a CRLF sequence. Simlarly, any occurrence of CRLF in

MM "text" MJIST represent a line break. Use of CR and LF outside of
| ine break sequences is al so forbidden.

This rule applies regardless of format or character set or sets
i nvol ved.

NOTE: The proper interpretation of |ine breaks when a body is

di spl ayed depends on the nedia type. In particular, while it is
appropriate to treat a line break as a transition to a new |line when
di splaying a "text/plain" body, this treatnment is actually incorrect
for other subtypes of "text" like "text/enriched" [RFC 1896].
Simlarly, whether or not |ine breaks should be added during display
operations is also a function of the nedia type. It should not be
necessary to add any line breaks to display "text/plain" correctly,
wher eas proper display of "text/enriched" requires the appropriate
addi tion of |ine breaks.

NOTE: Some protocols defines a maxinumline length. E.g. SMIP [ RFC
821] allows a maxi num of 998 octets before the next CRLF sequence.
To be transported by such protocols, data which includes too |ong
segnents w thout CRLF sequences nust be encoded with a suitable

cont ent -transf er-encodi ng.

4.1. 2. Char set Par anet er

A critical paraneter that nay be specified in the Content-Type field
for "text/plain" data is the character set. This is specified with a
"charset" paraneter, as in:

Content-type: text/plain; charset=iso-8859-1

Unl i ke sone ot her paraneter values, the values of the charset
paraneter are NOT case sensitive. The default character set, which
must be assuned in the absence of a charset paraneter, is US- ASCl |

The specification for any future subtypes of "text" nust specify

whet her or not they will also utilize a "charset"” paraneter, and may
possibly restrict its values as well. For other subtypes of "text"
than "text/plain", the semantics of the "charset" paraneter should be
defined to be identical to those specified here for "text/plain",
i.e., the body consists entirely of characters in the given charset.
In particular, definers of future "text" subtypes should pay close
attention to the inplications of multioctet character sets for their
subt ype definitions.
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The charset paranmeter for subtypes of "text" gives a name of a
character set, as "character set" is defined in RFC 2045. The rules
regarding line breaks detailed in the previous section nust also be
observed -- a character set whose definition does not conformto

t hese rul es cannot be used in a MM "text" subtype.

An initial list of predefined character set nanes can be found at the
end of this section. Additional character sets may be registered
wi th | ANA

O her nedia types than subtypes of "text" m ght choose to enploy the
charset paraneter as defined here, but with the CRLF/Iine break
restriction renoved. Therefore, all character sets that conformto
the general definition of "character set" in RFC 2045 can be

regi stered for M ME use.

Note that if the specified character set includes 8-bit characters
and such characters are used in the body, a Content-Transfer-Encodi ng
header field and a correspondi ng encoding on the data are required in
order to transmt the body via sone nmail transfer protocols, such as
SMIP [ RFC-821] .

The default character set, US-ASCI I, has been the subject of sone
confusion and anbiguity in the past. Not only were there sone
anbiguities in the definition, there have been wi de variations in
practice. |In order to elimnate such anbiguity and variations in the
future, it is strongly recommended that new user agents explicitly
specify a character set as a nedia type paraneter in the Content-Type
header field. "US-ASCI 1" does not indicate an arbitrary 7-bit
character set, but specifies that all octets in the body nmust be
interpreted as characters according to the US-ASCI| character set.
Nat i onal and application-oriented versions of |1SO 646 [|I SO 646] are
usual ly NOT identical to US-ASCII, and in that case their use in

Internet mail is explicitly discouraged. The om ssion of the | SO 646
character set fromthis docunment is deliberate in this regard. The
character set nane of "US-ASCII" explicitly refers to the character

set defined in ANSI X3.4-1986 [US- ASCII]. The new international
reference version (IRV) of the 1991 edition of 1SO 646 is identical
to US-ASClII. The character set nane "ASCI 1" is reserved and nust not
be used for any purpose.

NOTE: RFC 821 explicitly specifies "ASCII", and references an earlier
version of the American Standard. |Insofar as one of the purposes of
specifying a nedia type and character set is to permt the receiver

t o unanbi guously determ ne how the sender intended the coded nessage
to be interpreted, assum ng anything other than "strict ASCI1" as the
default would risk unintentional and inconpatible changes to the
semanti cs of nmessages now being transmtted. This also inplies that
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nessages containing characters coded according to other versions of
| SO 646 than US-ASCI1 and the 1991 IRV, or using code-swtching
procedures (e.g., those of 1SO 2022), as well as 8bit or multiple
octet character encodi ngs MJST use an appropriate character set
specification to be consistent with MM

The conplete US-ASCI| character set is listed in ANSI X3.4- 1986.
Note that the control characters including DEL (0-31, 127) have no
defined neaning in apart fromthe conbination CRLF (US-ASCI| val ues
13 and 10) indicating a new line. Two of the characters have de
facto neanings in wide use: FF (12) often nmeans "start subsequent
text on the beginning of a new page"; and TAB or HT (9) often (though
not al ways) nmeans "nove the cursor to the next avail able colum after
the current position where the colum nunber is a nultiple of 8
(counting the first colum as colum 0)." Aside fromthese
conventions, any use of the control characters or DEL in a body nust
ei t her occur

(1) because a subtype of text other than "plain"
specifically assigns sone additional neaning, or

(2) within the context of a private agreenent between the
sender and recipient. Such private agreenments are
di scouraged and shoul d be replaced by the other
capabilities of this docunent.

NOTE: An enornous proliferation of character sets exist beyond US-
ASCII. A large nunber of partially or totally overlapping character
sets is NOT a good thing. A SING.E character set that can be used
universally for representing all of the world s | anguages in |Internet
mai | woul d be preferrable. Unfortunately, existing practice in
several comunities seens to point to the continued use of nultiple
character sets in the near future. A small nunber of standard
character sets are, therefore, defined for Internet use in this
docunent .

The defi ned charset val ues are:
(1) US-ASCI| -- as defined in ANSI X3.4-1986 [US-ASCII].

(2) | SO 8859-X -- where "X" is to be repl aced, as
necessary, for the parts of 1S0O 8859 [I SO 8859]. Note
that the |1 SO 646 character sets have deliberately been
omtted in favor of their 8859 replacenents, which are
t he designated character sets for Internet mail. As of
t he publication of this docunent, the |egitinmate val ues
for "X" are the digits 1 through 10.
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Characters in the range 128-159 has no assigned nmeaning in | SO 8859-
X. Characters with values below 128 in | SO 8859-X have the sane
assi gned neaning as they do in US-ASC I

Part 6 of 1SO 8859 (Latin/Arabic al phabet) and part 8 (Latin/ Hebrew
al phabet) includes both characters for which the normal witing
direction is right to left and characters for which it is left to
right, but do not define a canonical ordering nethod for representing
bi -directional text. The charset values "I SO 8859-6" and "I SO 8859-
8", however, specify that the visual nethod is used [ RFC 1556].

Al'l of these character sets are used as pure 7bit or 8bit sets
wi t hout any shift or escape functions. The neaning of shift and
escape sequences in these character sets is not defined.

The character sets specified above are the ones that were relatively
uncontroversial during the drafting of MME. This docunent does not
endorse the use of any particular character set other than US-ASCI I
and recogni zes that the future evolution of world character sets
remai ns uncl ear.

Note that the character set used, if anything other than US- ASC |
nmust al ways be explicitly specified in the Content-Type field.

No character set name other than those defined above may be used in
Internet mail w thout the publication of a formal specification and
its registration with I ANA, or by private agreenent, in which case
t he character set nane nust begin with "X-"

I npl ementors are di scouraged from defining new character sets unless
absol utely necessary.

The "charset" paranmeter has been defined primarily for the purpose of
textual data, and is described in this section for that reason.
However, it is conceivable that non-textual data m ght also wish to
speci fy a charset value for sone purpose, in which case the sane
syntax and val ues shoul d be used.

In general, conposition software should al ways use the "l owest common
denom nator" character set possible. For exanple, if a body contains
only US-ASCI| characters, it SHOULD be marked as being in the US-
ASCI | character set, not |1SO 8859-1, which, like all the | SO 8859
famly of character sets, is a superset of US-ASCII. More generally,
if a widely-used character set is a subset of another character set,
and a body contains only characters in the w del y-used subset, it

shoul d be | abelled as being in that subset. This will increase the
chances that the recipient will be able to view the resulting entity
correctly.
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4.1.3. Plain Subtype

The sinplest and nost inportant subtype of "text" is "plain". This
indicates plain text that does not contain any formatti ng commands or
directives. Plain text is intended to be displayed "as-is", that is,
no interpretation of enbedded formatti ng commands, font attribute
speci fications, processing instructions, interpretation directives,
or content markup shoul d be necessary for proper display. The
default nedia type of "text/plain; charset=us-ascii" for |nternet
mai | describes existing Internet practice. That is, it is the type
of body defined by RFC 822.

No other "text" subtype is defined by this docunent.
4.1.4. Unrecogni zed Subtypes

Unr ecogni zed subtypes of "text" should be treated as subtype "plain"
as long as the M ME inpl enentati on knows how to handl e the charset.
Unr ecogni zed subtypes which al so specify an unrecogni zed char set
shoul d be treated as "application/octet- streant.

4.2. |lmage Media Type

A nedia type of "image" indicates that the body contains an inage.
The subtype nanmes the specific inage format. These nanes are not
case sensitive. An initial subtype is "jpeg" for the JPEG fornat
usi ng JFI F encodi ng [ JPEG .

The Iist of "inmage" subtypes given here is neither exclusive nor
exhaustive, and is expected to grow as nore types are registered with
| ANA, as described in RFC 2048.

Unr ecogni zed subtypes of "image" should at a m niumum be treated as
"application/octet-stream. Inplenentations may optionally elect to
pass subtypes of "image" that they do not specifically recognize to a
secure and robust general -purpose i mage view ng application, if such
an application is avail able.

NOTE: Using of a generic-purpose imge view ng application this way
inherits the security problens of the nbst dangerous type supported
by the application.

4.3. Audio Media Type

A nedia type of "audi o" indicates that the body contains audi o data.
Al t hough there is not yet a consensus on an "ideal" audio format for
use with conputers, there is a pressing need for a format capabl e of
provi di ng i nteroperabl e behavi or.
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The initial subtype of "basic" is specified to nmeet this requirenment
by providing an absolutely m nimal | owest common denom nat or audi o
format. It is expected that richer formats for higher quality and/or
| oner bandwi dth audio will be defined by a |later docunent.

The content of the "audi o/ basic" subtype is single channel audio
encoded using 8bit ISDN rmu-law [PCM at a sanple rate of 8000 Hz.

Unr ecogni zed subtypes of "audi 0" should at a m niumum be treated as
"application/octet-stream. Inplenentations nmay optionally elect to
pass subtypes of "audi o" that they do not specifically recognize to a
robust general - purpose audi o playing application, if such an
application is avail abl e.

4.4. Video Media Type

A nedi a type of "video" indicates that the body contains a tine-

varyi ng-pi cture i nage, possibly with color and coordi nated sound.

The term’video is used in its nbst generic sense, rather than with
reference to any particular technology or format, and is not neant to
precl ude subtypes such as ani mated drawi ngs encoded conpactly. The
subtype "npeg" refers to video coded according to the MPEG standard

[ MPEG .

Not e that al though in general this docunment strongly discourages the
m xing of nmultiple nedia in a single body, it is recognized that many
so-called video formats include a representation for synchronized
audio, and this is explicitly permtted for subtypes of "video".

Unr ecogni zed subtypes of "video" should at a m numum be treated as
"application/octet-stream. Inplenentations nay optionally elect to
pass subtypes of "video" that they do not specifically recognize to a
robust general - purpose video display application, if such an
application is avail abl e.

4.5. Application Media Type

The "application"” nedia type is to be used for discrete data which do
not fit in any of the other categories, and particularly for data to
be processed by sone type of application program This is

i nformati on whi ch nust be processed by an application before it is

vi ewabl e or usable by a user. Expected uses for the "application®
medi a type include file transfer, spreadsheets, data for nuil -based
schedul i ng systens, and | anguages for "active" (conputational)

material. (The latter, in particular, can pose security probl ens
whi ch nust be understood by inplenentors, and are considered in
detail in the discussion of the "application/PostScript" nedia type.)
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For exanple, a neeting scheduler m ght define a standard
representation for information about proposed neeting dates. An
intelligent user agent would use this information to conduct a dial og
with the user, and m ght then send additional material based on that
dialog. More generally, there have been several "active" nessagi ng

| anguages devel oped in which prograns in a suitably specialized

| anguage are transported to a renote | ocation and automatically run
in the recipient’s environnent.

Such applications may be defined as subtypes of the "application”
nmedi a type. This docunent defines two subtypes:

octet-stream and Post Scri pt.

The subtype of "application”™ wll often be either the nane or include
part of the nanme of the application for which the data are intended.
Thi s does not nean, however, that any application program nanme may be
used freely as a subtype of "application”

4.5.1. Cctet-Stream Subtype

The "octet-streant subtype is used to indicate that a body contains
arbitrary binary data. The set of currently defined paraneters is:

(1) TYPE -- the general type or category of binary data.
This is intended as information for the human recipient
rather than for any automatic processing.

(2) PADDI NG -- the nunber of bits of padding that were
appended to the bit-stream conprising the actual
contents to produce the enclosed 8bit byte-oriented
data. This is useful for enclosing a bit-streamin a
body when the total nunber of bits is not a nmultiple of
8.

Bot h of these paraneters are optional.

An addi tional paraneter, "CONVERSIONS', was defined in RFC 1341 but
has since been renmpbved. RFC 1341 al so defined the use of a "NAVE"
par anet er whi ch gave a suggested file name to be used if the data
were to be witten to a file. This has been deprecated in
anticipation of a separate Content-Di sposition header field, to be
defined in a subsequent RFC

The recommended action for an inplenentation that receives an
"application/octet-stream entity is to sinply offer to put the data
inafile, wwth any Content- Transfer-Encodi ng undone, or perhaps to
use it as input to a user-specified process.
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To reduce the danger of transmtting rogue prograns, it is strongly
recomended that inplenentations NOT inplenent a path-search
mechani sm whereby an arbitrary programnanmed in the Content-Type
paraneter (e.g., an "interpreter=" paraneter) is found and executed
usi ng the nessage body as i nput.

4.5.2. PostScript Subtype

A nedia type of "application/postscript” indicates a Post Scri pt
program Currently two variants of the PostScript |anguage are
allowed; the original level 1 variant is described in [POSTSCRI PT]
and the nore recent level 2 variant is described in [ POSTSCRI PT2].

PostScript is a registered trademark of Adobe Systens, Inc. Use of
the M ME nedia type "application/postscript” inplies recognition of
that trademark and all the rights it entails.

The Post Script | anguage definition provides facilities for internal

| abel i ng of the specific |anguage features a given program uses.
This | abelling, called the PostScript docunent structuring
conventions, or DSC, is very general and provides substantially nore
information than just the | anguage | evel. The use of docunent
structuring conventions, while not required, is strongly recomended
as an aid to interoperability. Docunents which |ack proper
structuring conventions cannot be tested to see whether or not they
wll work in a given environnent. As such, sone systens nmay assune
the worst and refuse to process unstructured docunents.

The execution of general -purpose PostScript interpreters entails
serious security risks, and inplenmentors are di scouraged from sinply
sendi ng Post Scri pt bodies to "off- the-shelf" interpreters. Wile it
is usually safe to send PostScript to a printer, where the potenti al
for harmis greatly constrained by typical printer environnents,

i npl enentors should consider all of the follow ng before they add
interactive display of PostScript bodies to their M M readers.

The remai nder of this section outlines sone, though probably not all,
of the possible problens with the transport of PostScript entities.

(1) Dangerous operations in the PostScript |anguage
i nclude, but may not be limted to, the PostScri pt
operators "deletefile", "renanefile", "filenaneforall™
and "file". "File" is only dangerous when applied to
sonet hi ng ot her than standard input or out put.
| npl ement ati ons may al so define additional nonstandard
file operators; these may al so pose a threat to
security. "Filenaneforall", the wildcard file search
operator, may appear at first glance to be harmnl ess.
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Not e, however, that this operator has the potential to
reveal information about what files the recipient has
access to, and this information may itself be
sensitive. Message senders should avoid the use of
potentially dangerous file operators, since these
operators are quite likely to be unavailable in secure
Post Scri pt inplenmentations. Message receiving and

di spl ayi ng software should either conpletely disable
all potentially dangerous file operators or take
special care not to del egate any special authority to
their operation. These operators should be viewed as
bei ng done by an outside agency when interpreting

Post Scri pt docunents. Such disabling and/ or checking
shoul d be done conpletely outside of the reach of the
Post Scri pt | anguage itself; care should be taken to
insure that no nmethod exists for re-enabling full-
function versions of these operators.

The Post Scri pt | anguage provides facilities for exiting
the normal interpreter, or server, |oop. Changes nade
inthis "outer"” environnment are customarily retained
across docunents, and may in sone cases be retained
sem permanently in nonvol atile nenory. The operators
associated with exiting the interpreter |oop have the
potential to interfere with subsequent docunent
processing. As such, their unrestrained use
constitutes a threat of service denial. PostScript
operators that exit the interpreter |oop include, but
may not be limted to, the exitserver and startjob
operators. Message sendi ng software shoul d not
generate PostScript that depends on exiting the
interpreter | oop to operate, since the ability to exit
Wi || probably be unavailable in secure PostScri pt

i npl ement ati ons. Message receiving and di spl ayi ng
software should conpletely disable the ability to nake
retai ned changes to the PostScript environnent by
elimnating or disabling the "startjob" and
"exitserver" operations. |f these operations cannot be
el imnated or conpletely disabled the password
associated with them should at |east be set to a hard-
t 0- guess val ue.

Post Scri pt provides operators for setting systemw de
and devi ce-specific paraneters. These paraneter
settings may be retained across jobs and may
potentially pose a threat to the correct operation of
the interpreter. The PostScript operators that set
system and devi ce paraneters include, but may not be
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limted to, the "setsystenparans" and "setdevparans"”
operators. Message sendi ng software shoul d not
generate PostScript that depends on the setting of
system or device paraneters to operate correctly. The
ability to set these paraneters will probably be
unavail abl e in secure PostScript inplenentations.
Message receiving and displaying software shoul d

di sable the ability to change system and device
paranmeters. |f these operators cannot be conpletely
di sabl ed the password associated with them shoul d at
| east be set to a hard-to-guess val ue.

Some Post Script inplenentations provide nonstandard
facilities for the direct |oading and execution of
machi ne code. Such facilities are quite obviously open
to substantial abuse. Message sending software shoul d
not make use of such features. Besides being totally
har dwar e- specific, they are also likely to be
unavail abl e in secure inplenentations of PostScript.
Message receiving and displ ayi ng software shoul d not

al l ow such operators to be used if they exist.

Post Script is an extensible | anguage, and many, if not
nost, inplenentations of it provide a nunber of their
own extensions. This docunment does not deal with such
extensions explicitly since they constitute an unknown
factor. Message sending software should not nmake use
of nonstandard extensions; they are likely to be

m ssing fromsone inplenentations. Message receiving
and di spl ayi ng software shoul d make sure that any
nonst andard Post Scri pt operators are secure and don’t
present any kind of threat.

It is possible to wite PostScript that consunmes huge
anounts of various systemresources. It is also
possible to wite PostScript prograns that |oop
indefinitely. Both types of prograns have the
potential to cause danage if sent to unsuspecting

reci pients. Message-sending software should avoid the
construction and di ssem nation of such progranms, which
is antisocial. Message receiving and di spl aying

sof tware shoul d provi de appropriate nechani sns to abort
processing after a reasonabl e anount of tine has

el apsed. In addition, PostScript interpreters should be
[imted to the consunption of only a reasonabl e anount
of any given system resource.
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(7) It is possible to include raw binary information inside
Post Script in various forns. This is not recomended
for use in Internet mail, both because it is not

supported by all PostScript interpreters and because it
significantly conplicates the use of a M ME Content -
Transfer-Encoding. (Wthout such binary, PostScript
may typically be viewed as line-oriented data. The
treatnent of CRLF sequences becones extrenely
problematic if binary and line-oriented data are m xed
in a single Postscript data stream)

(8) Finally, bugs may exist in sonme PostScript interpreters
whi ch coul d possibly be exploited to gain unauthorized
access to arecipient’s system Apart fromnoting this
possibility, there is no specific action to take to
prevent this, apart fromthe tinely correction of such
bugs if any are found.

4.5.3. O her Application Subtypes

It is expected that many ot her subtypes of "application" wll be
defined in the future. MM inplenentations nust at a mninmum treat
any unrecogni zed subtypes as being equivalent to "application/octet-
streant.

5. Conposite Media Type Val ues

The remaining two of the seven initial Content-Type values refer to
conposite entities. Conposite entities are handl ed using M ME
mechani sms -- a M ME processor typically handles the body directly.

5.1. Miltipart Media Type

In the case of nultipart entities, in which one or nore different
sets of data are conbined in a single body, a "multipart” nedia type
field nust appear in the entity' s header. The body nust then contain
one or nore body parts, each preceded by a boundary delimter I|ine,
and the | ast one followed by a closing boundary delimter |ine.

After its boundary delimter |line, each body part then consists of a
header area, a blank line, and a body area. Thus a body part is
simlar to an RFC 822 nessage in syntax, but different in meaning.

A body part is an entity and hence is NOT to be interpreted as
actually being an RFC 822 nessage. To begin with, NO header fields
are actually required in body parts. A body part that starts with a
blank line, therefore, is allowed and is a body part for which al
default values are to be assuned. |In such a case, the absence of a
Cont ent - Type header usually indicates that the correspondi ng body has
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a content-type of "text/plain; charset=US-ASClI|".

The only header fields that have defined neaning for body parts are
t hose the nanes of which begin with "Content-". All other header
fields may be ignored in body parts. Although they should generally
be retained if at all possible, they may be di scarded by gateways if
necessary. Such other fields are permtted to appear in body parts
but nust not be depended on. "X-" fields nmay be created for
experinmental or private purposes, with the recognition that the
information they contain may be | ost at sone gateways.

NOTE: The distinction between an RFC 822 nessage and a body part is
subtle, but inmportant. A gateway between Internet and X 400 mail,
for exanple, nmust be able to tell the difference between a body part
that contains an i mge and a body part that contains an encapsul at ed
nmessage, the body of which is a JPEGimge. |In order to represent
the latter, the body part nust have "Content-Type: nessage/rfc822",
and its body (after the blank |line) nust be the encapsul ated nessage,
with its own "Content-Type: imagel/jpeg" header field. The use of
simlar syntax facilitates the conversion of nessages to body parts,
and vice versa, but the distinction between the two nust be
understood by inplenmentors. (For the special case in which parts
actually are nmessages, a "digest" subtype is also defined.)

As stated previously, each body part is preceded by a boundary
delimter line that contains the boundary delimter. The boundary
delimter MJST NOT appear inside any of the encapsul ated parts, on a
line by itself or as the prefix of any line. This inplies that it is
crucial that the conposing agent be able to choose and specify a

uni que boundary paraneter val ue that does not contain the boundary
par anet er val ue of an enclosing nmultipart as a prefix.

Al'l present and future subtypes of the "nmultipart” type nmust use an
identical syntax. Subtypes may differ in their semantics, and may
i npose additional restrictions on syntax, but nust conformto the
required syntax for the "nmultipart” type. This requirenent ensures
that all conformant user agents will at |east be able to recognize
and separate the parts of any nultipart entity, even those of an
unr ecogni zed subt ype.

As stated in the definition of the Content-Transfer-Encoding field

[ RFC 2045], no encoding other than "7bit", "8bit", or "binary" is
permtted for entities of type "multipart”. The "multipart"” boundary
delimters and header fields are always represented as 7bit US-ASCl |
in any case (though the header fields may encode non-US-ASCI| header
text as per RFC 2047) and data within the body parts can be encoded
on a part-by-part basis, with Content-Transfer-Encoding fields for
each appropriate body part.
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5.1.1. Common Synt ax

This section defines a common syntax for subtypes of "nultipart”.

Al'l subtypes of "nultipart” nust use this syntax. A sinple exanple
of a nmultipart nessage al so appears in this section. An exanple of a
nore conplex multipart nessage is given in RFC 2049.

The Content-Type field for nultipart entities requires one paraneter,
"boundary"”. The boundary delimter line is then defined as a |line

consisting entirely of two hyphen characters ("-", decimal val ue 45)
foll owed by the boundary paraneter value fromthe Content-Type header
field, optional linear whitespace, and a term nating CRLF

NOTE: The hyphens are for rough conpatibility with the earlier RFC
934 net hod of nessage encapsul ation, and for ease of searching for

t he boundaries in sone inplenentations. However, it should be noted
that multipart nmessages are NOT conpletely conpatible with RFC 934
encapsul ations; in particular, they do not obey RFC 934 quoting
conventions for enbedded |ines that begin with hyphens. This
mechani sm was chosen over the RFC 934 nechani sm because the latter
causes lines to grow with each I evel of quoting. The conbination of
this growh with the fact that SMIP inpl enentati ons sonetinmes w ap

| ong I'ines made the RFC 934 nechani smunsuitable for use in the event
t hat deeply-nested nultipart structuring is ever desired.

WARNI NG TO | MPLEMENTORS: The granmmar for paraneters on the Content-
type field is such that it is often necessary to encl ose the boundary
paraneter values in quotes on the Content-type line. This is not

al ways necessary, but never hurts. Inplenentors should be sure to
study the grammar carefully in order to avoid producing invalid
Content-type fields. Thus, a typical "multipart" Content-Type header
field mght look |ike this:

Content-Type: nultipart/ m xed; boundary=gcOp4JgOM2Yt 08 34cOp
But the following is not valid:
Content-Type: nultipart/ m xed; boundary=gcOpJgOM 08) U534cOp
(because of the colon) and nust instead be represented as
Content-Type: nultipart/ m xed; boundary="gcOpJgOM 08j U534cOp"
This Content-Type val ue indicates that the content consists of one or
nore parts, each with a structure that is syntactically identical to

an RFC 822 nmessage, except that the header area is allowed to be
conpletely enpty, and that the parts are each preceded by the line
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--gc0OpJgOM 08j U534cOp

The boundary delimter MJST occur at the beginning of a line, i.e.,
followng a CRLF, and the initial CRLF is considered to be attached
to the boundary delimter line rather than part of the preceding
part. The boundary nay be foll owed by zero or nore characters of

| inear whitespace. It is then term nated by either another CRLF and
the header fields for the next part, or by two CRLFs, in which case
there are no header fields for the next part. |[If no Content-Type
field is present it is assuned to be "nessage/rfc822" in a

"mul ti part/digest” and "text/plain" otherw se.

NOTE: The CRLF preceding the boundary delimter line is conceptually
attached to the boundary so that it is possible to have a part that
does not end wwth a CRLF (line break). Body parts that nust be
considered to end with Iine breaks, therefore, nust have two CRLFs
precedi ng the boundary delimter line, the first of which is part of
t he precedi ng body part, and the second of which is part of the
encapsul ati on boundary.

Boundary delimters nmust not appear within the encapsul ated nmateri al,
and nust be no longer than 70 characters, not counting the two
| eadi ng hyphens.

The boundary delimter line followi ng the |ast body part is a

di stingui shed delimter that indicates that no further body parts
will follow Such a delimter line is identical to the previous
delimter lines, with the addition of two nore hyphens after the
boundary paraneter val ue.

- - gcOpJqOM 08j U534c0p- -

NOTE TO | MPLEMENTORS: Boundary string conpari sons nust conpare the
boundary value with the begi nning of each candidate line. An exact
match of the entire candidate line is not required; it is sufficient
that the boundary appear in its entirety followi ng the CRLF

There appears to be roomfor additional information prior to the
first boundary delimter line and followi ng the final boundary
delimter line. These areas should generally be left blank, and

i npl enent ati ons nust ignore anything that appears before the first
boundary delimter line or after the |ast one.

NOTE: These "preanbl e" and "epil ogue" areas are generally not used
because of the | ack of proper typing of these parts and the | ack of
clear semantics for handling these areas at gateways, particularly
X. 400 gateways. However, rather than |eaving the preanble area

bl ank, many M ME i npl enentati ons have found this to be a conveni ent
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place to insert an explanatory note for recipients who read the
nessage with pre-M ME software, since such notes will be ignored by
M ME- conpl i ant sof t war e.

NOTE: Because boundary delimters nust not appear in the body parts
bei ng encapsul ated, a user agent nust exercise care to choose a

uni que boundary paraneter value. The boundary paraneter value in the
exanpl e above coul d have been the result of an al gorithm designed to
produce boundary delimters with a very |ow probability of already
existing in the data to be encapsul ated wi thout having to prescan the
data. Alternate algorithns mght result in nore "readabl e" boundary
delimters for a recipient with an old user agent, but would require
nore attention to the possibility that the boundary delimter m ght
appear at the beginning of sone line in the encapsul ated part. The
si npl est boundary delimter |line possible is sonmething like "---",

with a closing boundary delimter Iine of "-----

As a very sinple exanple, the following nmultipart nessage has two
parts, both of themplain text, one of themexplicitly typed and one
of theminplicitly typed:

From Nat hani el Borenstein <nsb@ell core.conp

To: Ned Freed <ned@ nnosoft.conp

Date: Sun, 21 Mar 1993 23:56:48 -0800 (PST)

Subj ect: Sanpl e nessage

M ME-Version: 1.0

Content-type: nultipart/ m xed; boundary="sinple boundary"

This is the preanble. It is to be ignored, though it
is a handy place for conposition agents to include an
expl anatory note to non-M ME conformant readers.

--sinpl e boundary

This is inmplicitly typed plain US-ASClI| text.
It does NOT end with a |inebreak.

--si npl e boundary

Content-type: text/plain; charset=us-asci

This is explici

tly typed plain US-ASCI | text.
It DOES end with a |

nebr eak.
--sinpl e boundary- -

This is the epilogue. It is also to be ignored.
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The use of a nedia type of "nultipart” in a body part wthin another
"multipart” entity is explicitly allowed. In such cases, for obvious
reasons, care nust be taken to ensure that each nested "nmultipart”
entity uses a different boundary delimter. See RFC 2049 for an
exanpl e of nested "nmultipart” entities.

The use of the "multipart” nmedia type with only a single body part
may be useful in certain contexts, and is explicitly permtted.

NOTE: Experience has shown that a "nultipart” nedia type with a

single body part is useful for sending non-text nedia types. It has
t he advantage of providing the preanble as a place to include
decodi ng instructions. |In addition, a nunber of SMIP gat eways nove

or renove the M ME headers, and a clever M ME decoder can take a good
guess at nultipart boundaries even in the absence of the Content-Type
header and thereby successfully decode the nessage.

The only mandatory gl obal paraneter for the "nultipart” nedia type is
t he boundary paraneter, which consists of 1 to 70 characters froma
set of characters known to be very robust through nmail gateways, and
NOT ending with white space. (If a boundary delimter |line appears to
end with white space, the white space nust be presuned to have been
added by a gateway, and nust be deleted.) It is formally specified
by the foll owi ng BNF:

boundary : = 0*69<bchar s> bchar snospace
bchars : = bcharsnospace / " "
bcharsnospace := DIGT / ALPHA / """ [ "(" [ ")" [
B S A A e T A |
R A B
Overall, the body of a "multipart"” entity may be specified as
foll ows:
dash- boundary := "--" boundary

; boundary taken fromthe val ue of
; boundary paraneter of the
; Content-Type field.

mul ti part-body := [ preanbl e CRLF]
dash- boundary transport-paddi ng CRLF
body- part *encapsul ati on
cl ose-delimter transport-paddi ng
[ CRLF epi | ogue]
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transport-padding : = *LVBP—char
; Conposers MJUST NOT generate
; non-zero |length transport
; paddi ng, but receivers MJST
; be able to handl e paddi ng
; added by nessage transports.

encapsul ation := delimter transport-paddi ng
CRLF body- part

delimter := CRLF dash-boundary

close-delimter :=delimter "--"
preanbl e : = discard-text

epi | ogue : = discard-text

di scard-text := *(*text CRLF) *text

; May be ignored or discarded.

body-part := NINE—part-headers [ CRLF * OCTET]
; Lines in a body-part nust not start
; Wth the specified dash-boundary and
; the delimter nmust not appear anywhere
; in the body part. Note that the
; semantics of a body-part differ from
; the semantics of a message, as
; described in the text.

OCTET : = <any 0-255 octet val ue>

| MPORTANT: The free insertion of l|inear-white-space and RFC 822
comrents between the el enments shown in this BNF is NOT al |l owed since
this BNF does not specify a structured header field.

NOTE: In certain transport enclaves, RFC 822 restrictions such as
the one that Iimts bodies to printable US-ASCI|I characters may not
be in force. (That is, the transport domains may exi st that resenble
standard Internet nmail transport as specified in RFC 821 and assuned
by RFC 822, but without certain restrictions.) The rel axation of
these restrictions should be construed as |ocally extending the
definition of bodies, for exanple to include octets outside of the
US-ASCI | range, as long as these extensions are supported by the
transport and adequately docunented in the Content- Transfer-Encoding
header field. However, in no event are headers (either nessage
headers or body part headers) allowed to contain anything other than
US- ASClI | characters.
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NOTE: Conspicuously mssing fromthe "nultipart” type is a notion of
structured, related body parts. It is recomended that those w shing
to provide nore structured or integrated nultipart nessagi ng
facilities should define subtypes of nultipart that are syntactically
i dentical but define relationshi ps between the various parts. For
exanpl e, subtypes of nultipart could be defined that include a

di stingui shed part which in turn is used to specify the rel ati onships
between the other parts, probably referring to themby their
Content-1D field. dd inplenmentations will not recognize the new
subtype if this approach is used, but will treat it as

mul tipart/mxed and will thus be able to show the user the parts that
are recogni zed.

5.1.2. Handling Nested Messages and Multiparts

The "message/rfc822" subtype defined in a subsequent section of this
docunent has no termnating condition other than running out of data.
Simlarly, an inproperly truncated "nultipart” entity may not have
any term nating boundary marker, and can turn up operationally due to
mai | system nmal functi ons.

It is essential that such entities be handl ed correctly when they are
t hensel ves i nbedded i nside of another "nultipart" structure. MM
i npl enentations are therefore required to recogni ze outer |evel

boundary narkers at ANY |l evel of inner nesting. It is not sufficient
to only check for the next expected marker or other term nating
condi tion.

5.1.3. M xed Subtype

The "m xed" subtype of "multipart” is intended for use when the body
parts are independent and need to be bundled in a particul ar order.
Any "multipart” subtypes that an inplenentati on does not recognize
nmust be treated as being of subtype "m xed".

5.1.4. Alternative Subtype

The "nmultipart/alternative" type is syntactically identical to

"mul tipart/mxed", but the semantics are different. |In particular,
each of the body parts is an "alternative" version of the sane

i nformati on.

Systens shoul d recogni ze that the content of the various parts are

i nt erchangeabl e. Systens should choose the "best" type based on the
| ocal environnent and references, in sone cases even through user
interaction. As with "rmultipart/mxed", the order of body parts is
significant. 1In this case, the alternatives appear in an order of
increasing faithfulness to the original content. 1In general, the
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best choice is the LAST part of a type supported by the recipient
systenis | ocal environnent.

"Multipart/alternative" may be used, for exanple, to send a nessage
in a fancy text format in such a way that it can easily be displayed
anywher e:

From Nathani el Borenstein <nsb@ell core.conp

To: Ned Freed <ned@ nnosoft.cone

Date: Mon, 22 Mar 1993 09:41:09 -0800 (PST)

Subj ect: Formatted text nmai

M ME- Version: 1.0

Content-Type: nultipart/alternative; boundary=boundary42

- - boundar y42
Content - Type: text/plain; charset=us-asci

plain text version of nessage goes here ...

- - boundar y42
Content - Type: text/enriched

RFC 1896 text/enriched version of same nmessage
goes here ..

- - boundar y42
Cont ent - Type: application/ x-what ever

fanci est version of sane nessage goes here ...
- -boundar y42- -

In this exanple, users whose mail systens understood the
"application/ x-whatever" format woul d see only the fancy version,
whil e other users would see only the enriched or plain text version,
depending on the capabilities of their system

In general, user agents that conpose "nmultipart/alternative" entities
nmust place the body parts in increasing order of preference, that is,
with the preferred format last. For fancy text, the sending user
agent should put the plainest format first and the richest fornmat

| ast. Receiving user agents should pick and display the |ast format
they are capable of displaying. |In the case where one of the
alternatives is itself of type "nmultipart" and contains unrecogni zed
sub-parts, the user agent nmay choose either to show that alternative,
an earlier alternative, or both.
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NOTE: From an inplenmentor’s perspective, it mght seem nore sensible
to reverse this ordering, and have the plainest alternative |ast.
However, placing the plainest alternative first is the friendliest
possi bl e option when "nultipart/alternative" entities are viewed
using a non-M ME-conformant viewer. Wile this approach does inpose
some burden on conformant M ME viewers, interoperability with ol der
mai | readers was deened to be nore inportant in this case.

It may be the case that sone user agents, if they can recogni ze nore
than one of the formats, will prefer to offer the user the choice of
which format to view. This nakes sense, for exanple, if a nessage

i ncludes both a nicely- formatted i mage version and an easily-edited
text version. Wlat is nost critical, however, is that the user not
automatically be shown nultiple versions of the sane data. Either
the user should be shown the | ast recogni zed version or should be

gi ven the choi ce.

THE SEMANTI CS OF CONTENT-1D I N MJLTI PART/ ALTERNATI VE: Each part of a
"mul tipart/alternative" entity represents the same data, but the
mappi ngs between the two are not necessarily w thout information
| oss. For exanple, information is | ost when translating ODA to

Post Script or plain text. It is recommended that each part shoul d
have a different Content-ID value in the case where the information
content of the two parts is not identical. And when the infornmation
content is identical -- for exanple, where several parts of type
"message/ ext er nal - body" specify alternate ways to access the
identical data -- the same Content-I1D field value should be used, to

opti m ze any cachi ng nechani sns that m ght be present on the
recipient’s end. However, the Content-1D val ues used by the parts
shoul d NOT be the sane Content-ID value that describes the

"mul tipart/alternative" as a whole, if there is any such Content-I1D
field. That is, one Content-1D value will refer to the

"mul tipart/alternative" entity, while one or nore other Content-1D
values will refer to the parts inside it.

5.1.5. Digest Subtype

Thi s docunent defines a "digest" subtype of the "multipart" Content-
Type. This type is syntactically identical to "nmultipart/mxed", but

the semantics are different. |In particular, in a digest, the default
Content-Type value for a body part is changed from"text/plain" to
"message/ rfc822". This is done to allow a nore readabl e di gest

format that is largely conpatible (except for the quoting convention)
with RFC 934.

Note: Though it is possible to specify a Content-Type value for a

body part in a digest which is other than "nmessage/rfc822", such as a
"text/plain" part containing a description of the material in the
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di gest, actually doing so is undesireble. The "nultipart/digest"
Content-Type is intended to be used to send coll ections of nessages.
If a "text/plain" part is needed, it should be included as a seperate
part of a "nultipart/ mxed" nessage.

A digest in this format m ght, then, |ook sonething Iike this:
From Moder at or - Addr ess
To: Reci pi ent - Li st
Date: Mon, 22 Mar 1994 13: 34:51 +0000
Subj ect: Internet D gest, volune 42
M ME- Version: 1.0
Content-Type: nultipart/ m xed;
boundary="---- nain boundary ----"
------ mai n boundary ----
...Introductory text or table of contents...
------ mai n boundary ----
Content-Type: nultipart/digest;
boundary="---- next nessage ----"
------ next message ----
From soneone-el se
Date: Fri, 26 Mar 1993 11:13:32 +0200
Subj ect: my opinion
...body goes here ...
------ next nessage ----
From soneone-el se-again
Date: Fri, 26 Mar 1993 10:07:13 -0500
Subj ect: ny different opinion
anot her body goes here ...
------ next nessage ------
------ mai n boundary ------
5.1.6. Parallel Subtype
Thi s docunent defines a "parallel" subtype of the "nmultipart”

Content-Type. This type is syntactically identical to
“mul ti part/ m xed", but the semantics are different. |In particular,
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in a parallel entity, the order of body parts is not significant.

A common presentation of this type is to display all of the parts

si mul taneously on hardware and software that are capable of doing so.
However, conposing agents should be aware that many mail readers wl|
| ack this capability and will show the parts serially in any event.

5.1.7. Oher Miltipart Subtypes
O her "multipart" subtypes are expected in the future. MM
i npl enentations nust in general treat unrecognized subtypes of
"mul tipart” as being equivalent to "nultipart/mxed".

5.2. Message Medi a Type

It is frequently desirable, in sending mail, to encapsul ate anot her
mai | nessage. A special nedia type, "nessage", is defined to
facilitate this. |In particular, the "rfc822" subtype of "nessage" is

used to encapsul ate RFC 822 nessages.

NOTE: It has been suggested that subtypes of "nessage" m ght be
defined for forwarded or rejected nessages. However, forwarded and
rej ected nessages can be handled as nultipart nmessages in which the
first part contains any control or descriptive information, and a
second part, of type "message/rfc822", is the forwarded or rejected
message. Conposing rejection and forwardi ng nessages in this manner
will preserve the type information on the original nessage and al |l ow
it to be correctly presented to the recipient, and hence is strongly
encour aged.

Subt ypes of "message" often inpose restrictions on what encodi ngs are
al l owed. These restrictions are described in conjunction with each
speci fic subtype.

Mai | gateways, relays, and other mail handling agents are comonly
known to alter the top-level header of an RFC 822 nessage. In
particul ar, they frequently add, renove, or reorder header fields.
These operations are explicitly forbidden for the encapsul at ed
headers enbedded in the bodi es of nmessages of type "nessage."”

5.2.1. RFC822 Subtype

A nedia type of "nessage/rfc822" indicates that the body contains an
encapsul ated nessage, with the syntax of an RFC 822 nessage.

However, unlike top-level RFC 822 nessages, the restriction that each
"message/ rfc822" body nust include a "Front, "Date", and at |east one
destination header is renoved and replaced with the requirenent that
at | east one of "Front, "Subject"”, or "Date" nust be present.
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It should be noted that, despite the use of the nunbers "822", a
"message/ rfc822" entity isn't restricted to material in strict
conformance to RFC822, nor are the semantics of "nessage/rfc822"
objects restricted to the semantics defined in RFC822. More
specifically, a "nessage/rfc822" nmessage could well be a News article
or a M ME nessage.

No encodi ng other than "7bit", "8bit", or "binary" is permtted for
the body of a "nessage/rfc822" entity. The nessage header fields are
al ways US-ASCII in any case, and data within the body can still be
encoded, in which case the Content-Transfer-Encoding header field in
t he encapsul ated nessage will reflect this. Non-US-ASCII text in the
headers of an encapsul ated nessage can be specified using the
mechani snms descri bed in RFC 2047.

5.2.2. Partial Subtype

The "partial" subtype is defined to allow large entities to be
delivered as several separate pieces of nail and automatically
reassenbl ed by a receiving user agent. (The concept is simlar to IP
fragnmentation and reassenbly in the basic Internet Protocols.) This
mechani sm can be used when internediate transport agents limt the

si ze of individual nessages that can be sent. The nedia type
"message/ partial"™ thus indicates that the body contains a fragnent of
a larger entity.

Because data of type "nmessage" may never be encoded in base64 or

gquot ed-printable, a problem mght arise if "nmessage/partial” entities
are constructed in an environnent that supports binary or 8bit
transport. The problemis that the binary data would be split into
mul ti pl e "message/ partial" nessages, each of themrequiring binary
transport. |If such nessages were encountered at a gateway into a
7bit transport environnent, there would be no way to properly encode
themfor the 7bit world, aside fromwaiting for all of the fragnents,
reassenbling the inner nessage, and then encoding the reassenbl ed
data in base64 or quoted-printable. Since it is possible that

di fferent fragnents m ght go through different gateways, even this is
not an acceptable solution. For this reason, it is specified that
entities of type "nessage/partial” nust always have a content-
transfer-encoding of 7bit (the default). |In particular, even in
environments that support binary or 8bit transport, the use of a
content- transfer-encoding of "8bit" or "binary" is explicitly
prohibited for MM entities of type "nessage/partial”. This in turn
inplies that the inner nessage nust not use "8bit" or "binary"

encodi ng.
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Because sone nessage transfer agents nay choose to automatically
fragnent | arge nessages, and because such agents may use very
different fragnentation thresholds, it is possible that the pieces of
a partial nessage, upon reassenbly, nmay prove thenselves to conprise
a partial nmessage. This is explicitly permtted.

Three paraneters nust be specified in the Content-Type field of type
"message/partial": The first, "id", is a unique identifier, as close
to a world-unique identifier as possible, to be used to match the
fragments together. (In general, the identifier is essentially a
nmessage-id; if placed in double quotes, it can be ANY nessage-id, in
accordance with the BNF for "parameter” given in RFC 2045.) The
second, "nunber", an integer, is the fragment nunber, which indicates
where this fragnent fits into the sequence of fragnents. The third,
“"total", another integer, is the total nunber of fragnments. This
third subfield is required on the final fragnment, and is optional

(t hough encouraged) on the earlier fragnents. Note also that these
paranmeters nmay be given in any order.

Thus, the second piece of a 3-piece nessage nmay have either of the
foll ow ng header fields:

Content - Type: Message/ Parti al; nunber=2; total =3;
i d="oc=] pbeOM2Yt 4s@ hunper . bel | cor e. cont

Content - Type: Message/ Parti al ;
i d="oc=] pbeOM2Yt 4s@ hunper . bel | core. cont';
nunber =2

But the third piece MIST specify the total nunber of fragnents:

Content - Type: Message/ Partial; nunber=3; total=3;
i d="oc=] pbeOM2Yt 4s@ hunper . bel | core. cont

Not e that fragment nunbering begins with 1, not O.

When the fragnents of an entity broken up in this nmanner are put
together, the result is always a conplete MM entity, which nmay have
its own Content-Type header field, and thus may contain any other
data type

5.2.2.1. Message Fragnentation and Reassenbly

The semantics of a reassenbled partial nmessage nust be those of the
"I nner" nessage, rather than of a nessage containing the inner
message. This nmakes it possible, for exanple, to send a | arge audio
nmessage as several partial nessages, and still have it appear to the
reci pient as a sinple audi o nessage rather than as an encapsul at ed
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nmessage contai ning an audi o nessage. That is, the encapsul ati on of
the nmessage is considered to be "transparent”.

When generating and reassenbling the pieces of a "nessage/partial™
nmessage, the headers of the encapsul ated nessage nust be nmerged with
t he headers of the enclosing entities. 1In this process the follow ng
rul es nmust be observed:

(1) Fragnent ati on agents nust split nessages at |ine
boundaries only. This restriction is inposed because
splits at points other than the ends of lines in turn
depends on nessage transports being able to preserve
the semantics of nessages that don’'t end with a CRLF
sequence. Many transports are incapable of preserving
such semanti cs.

(2) Al'l of the header fields fromthe initial enclosing
nessage, except those that start with "Content-" and
t he specific header fields "Subject", "Message-ID"
"Encrypted", and "M ME-Version", nust be copied, in
order, to the new nessage.

(3) The header fields in the encl osed nessage which start
with "Content-", plus the "Subject", "Message-I|D",
"Encrypted", and "M Me-Version" fields, must be
appended, in order, to the header fields of the new
nmessage. Any header fields in the enclosed nessage
whi ch do not start with "Content-" (except for the
"Subject", "Message-I1D', "Encrypted", and "M ME-
Version" fields) will be ignored and dropped.

(4) Al of the header fields fromthe second and any
subsequent encl osi ng nmessages are di scarded by the
reassenbly process.

5.2.2.2. Fragnentation and Reassenbly Exanpl e

If an audi o nessage is broken into two pieces, the first piece m ght
| ook sonething like this:

X- Wi rd- Header-1: Foo

From Bill @ost.com

To: joe@t herhost.com

Date: Fri, 26 Mar 1993 12:59: 38 -0500 (EST)

Subj ect: Audio mail (part 1 of 2)

Message- I D: <i dl@ost. conp

M ME-Version: 1.0

Content-type: nessage/ partial; id="ABC@ost.coni;
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nunmber=1; total =2

X- Wi rd- Header-1: Bar
X-Weird-Header-2: Hello
Message- | D. <anot heri d@ oo. cone
Subj ect: Audio mail

M ME-Version: 1.0

Content -type: audi o/ basic

Content -transfer-encodi ng: base64

first half of encoded audi o data goes here ...
and the second half m ght | ook sonmething |ike this:

From Bill @ost.com
To: joe@t herhost.com
Date: Fri, 26 Mar 1993 12:59: 38 -0500 (EST)
Subj ect: Audio mail (part 2 of 2)
M ME-Version: 1.0
Message- | D. <i d2@nost. conp
Content-type: nessage/partial;
i d=" ABC@host . cont'; nunber=2; total =2

second half of encoded audi o data goes here ..

Then, when the fragnented nessage is reassenbled, the resulting
nmessage to be displayed to the user should | ook sonething |ike this:

X- Wi rd- Header-1: Foo

From Bill @ost.com

To: joe@t herhost.com

Date: Fri, 26 Mar 1993 12:59: 38 -0500 (EST)
Subj ect: Audi o mail

Message- | D: <anot heri d@ oo. cone

M ME-Version: 1.0

Content-type: audi o/ basic

Cont ent -transfer-encodi ng: base64

first half of encoded audi o data goes here ...
second half of encoded audi o data goes here ..

The inclusion of a "References” field in the headers of the second
and subsequent pieces of a fragnmented nessage that references the

Message-1d on the previous piece may be of benefit to nmail readers
t hat understand and track references. However, the generation of

such "References"” fields is entirely optional.
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Finally, it should be noted that the "Encrypted" header field has
been made obsol ete by Privacy Enhanced Messagi ng (PEM [ RFC- 1421,

RFC- 1422, RFC 1423, RFC-1424], but the rul es above are neverthel ess
believed to describe the correct way to treat it if it is encountered
in the context of conversion to and from "nessage/partial" fragnments.

5.2.3. External - Body Subtype

The external -body subtype indicates that the actual body data are not
i ncluded, but nerely referenced. |In this case, the paraneters
descri be a nmechani sm for accessing the external data.

Wen a MME entity is of type "nessage/ external -body", it consists of
a header, two consecutive CRLFs, and the nessage header for the
encapsul ated nessage. |f another pair of consecutive CRLFs appears,
this of course ends the nessage header for the encapsul ated nessage.
However, since the encapsul ated nmessage’s body is itself external, it
does NOT appear in the area that follows. For exanple, consider the
fol | ow ng nessage:

Content -type: nessage/ external - body;
access-type=local -file;
name="/u/ nsb/ Me. j peg"

Content-type: image/jpeg
Content-1D: <id42@uppyl ake. bel | core. conp
Cont ent - Tr ansf er - Encodi ng: bi nary

THI'S IS NOT REALLY THE BQODY!

The area at the end, which mght be called the "phantom body", is

i gnored for nost external-body nessages. However, it nmay be used to
contain auxiliary information for sone such nmessages, as indeed it is
when the access-type is "nmail- server". The only access-type defined
in this docunent that uses the phantom body is "mail-server"”, but

ot her access-types may be defined in the future in other
specifications that use this area.

The encapsul at ed headers in ALL "nmessage/ ext ernal - body" entities MJST
include a Content-I1D header field to give a unique identifier by
which to reference the data. This identifier may be used for caching
mechani sms, and for recogni zing the recei pt of the data when the
access-type is "nmil-server".

Note that, as specified here, the tokens that describe external-body

data, such as file nanes and mail server commands, are required to be
in the US-ASCI| character set.
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If this proves problematic in practice, a new nechani sm may be
required as a future extension to MM, either as newy defined
access-types for "nessage/ external -body" or by sone other nechani sm

As with "nessage/partial”, MM entities of type "nessage/ external -
body" MJST have a content-transfer-encoding of 7bit (the default).
In particular, even in environnments that support binary or 8bit
transport, the use of a content- transfer-encoding of "8bit" or
"binary" is explicitly prohibited for entities of type
"message/ ext er nal - body".

5.2.3.1. GCeneral External-Body Paraneters

The paraneters that nay be used with any "nessage/ external - body"
ar e:

(1) ACCESS-TYPE -- A word indicating the supported access
mechani sm by which the file or data may be obtai ned.
This word is not case sensitive. Values include, but
are not limted to, "FTP", "ANONFTP', "TFTP", "LOCAL-
FILE', and "MAl L- SERVER'. Future val ues, except for
experinmental values beginning with "X-", nust be
registered with  ANA, as described in RFC 2048.
This paraneter is unconditionally nmandatory and MJST be
present on EVERY "nessage/ external - body".

(2) EXPI RATION -- The date (in the RFC 822 "date-tine"
syntax, as extended by RFC 1123 to permt 4 digits in
the year field) after which the existence of the
external data is not guaranteed. This paraneter nmay be
used with ANY access-type and is ALWAYS optional .

(3) SIZE -- The size (in octets) of the data. The intent
of this paraneter is to help the recipient decide
whet her or not to expend the necessary resources to
retrieve the external data. Note that this describes
the size of the data in its canonical form that is
bef ore any Content-Transfer-Encodi ng has been applied
or after the data have been decoded. This paraneter
may be used with ANY access-type and is ALWAYS
opti onal .

(4) PERM SSION -- A case-insensitive field that indicates
whet her or not it is expected that clients m ght also
attenpt to overwite the data. By default, or if
permssion is "read", the assunption is that they are
not, and that if the data is retrieved once, it is
never needed again. |If PERMSSION is "read-wite",
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The precise semantics of the access-types defined here are descri bed

in the

5.2.3. 2.

sections that foll ow

The "ftp’ and 'tftp’ Access-Types

An access-type of FTP or TFTP indicates that the nessage body is

accessi

ble as a file using the FTP [ RFC-959] or TFTP [ RFC- 783]

protocols, respectively. For these access-types, the foll ow ng
addi ti onal paraneters are mandatory:

(1)

(2)

(3)

I n addi
(1)

(2)

NAME -- The nane of the file that contai ns the actual
body dat a.

SITE -- A machine fromwhich the file may be obtai ned,
using the given protocol. This nust be a fully
qual i fi ed domai n nanme, not a ni cknane.

Before any data are retrieved, using FTP, the user wll
generally need to be asked to provide a login id and a
password for the machi ne naned by the site paraneter
For security reasons, such an id and password are not
speci fied as content-type paraneters, but nmust be

obtai ned fromthe user.

tion, the follow ng paraneters are optional

DI RECTORY -- A directory fromwhich the data named by
NAVE shoul d be retrieved.

MODE -- A case-insensitive string indicating the node
to be used when retrieving the information. The valid
val ues for access-type "TFTP' are "NETASCI|", "OCTET",

and "MAIL", as specified by the TFTP protocol [RFC
783]. The valid values for access-type "FTP" are

"ASCI 1", "EBCDI C', "IMAGE", and "LOCALn" where "n" is a
deci mal integer, typically 8  These correspond to the
representation types "A" "E'" "I" and "L n" as specified
by the FTP protocol [RFC-959]. Note that "Bl NARY" and
"TENEX" are not valid values for MODE and that "OCTET"
or "I MAGE" or "LOCAL8" should be used instead. |F MODE
is not specified, the default value is "NETASCI 1" for
TFTP and "ASCI 1" ot herw se.
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5.2.3.3. The "anon-ftp’ Access-Type

The "anon-ftp" access-type is identical to the "ftp" access type,
except that the user need not be asked to provide a nane and password

for the specified site. Instead, the ftp protocol will be used with
| ogin "anonynmous” and a password that corresponds to the user’s nail
addr ess.

5.2.3.4. The 'local-file Access-Type

An access-type of "local-file" indicates that the actual body is
accessible as a file on the local machine. Two additional paraneters
are defined for this access type:

(1) NAMVE -- The nanme of the file that contains the actual
body data. This paraneter is mandatory for the
"local -file" access-type.

(2) SITE -- A domain specifier for a machi ne or set of
machi nes that are known to have access to the data
file. This optional parameter is used to describe the
locality of reference for the data, that is, the site
or sites at which the file is expected to be visible.
Asterisks may be used for wildcard matching to a part
of a domain name, such as "*.bellcore.conf, to indicate
a set of machines on which the data should be directly
visible, while a single asterisk may be used to
indicate a file that is expected to be universally
avai lable, e.g., via a global file system

5.2.3.5. The "mail-server’ Access-Type

The "mail -server" access-type indicates that the actual body is
avai lable froma mail server. Two additional paraneters are defined
for this access-type:

(1) SERVER -- The addr-spec of the mail server from which
the actual body data can be obtained. This paraneter
is mandatory for the "mail -server" access-type.

(2) SUBJECT -- The subject that is to be used in the nai
that is sent to obtain the data. Note that keying nail
servers on Subject lines is NOT reconmended, but such
mai | servers are known to exist. This is an optional
par amet er

Freed & Borenstein St andards Track [ Page 36]



RFC2046 RFC.net Page 37 of 45

RFC 2046 Medi a Types Novenber 1996

Because mai|l servers accept a variety of syntaxes, sone of which is
multiline, the full command to be sent to a mail server is not

i ncluded as a paraneter in the content-type header field. Instead,
it is provided as the "phantom body" when the nedia type is
"message/ ext ernal - body" and the access-type is nail-server.

Note that M ME does not define a mail server syntax. Rather, it
allows the inclusion of arbitrary mail server commands in the phantom
body. Inplenentations nust include the phantom body in the body of
the nessage it sends to the mail server address to retrieve the

rel evant data

Unl i ke other access-types, mail-server access is asynchronous and

w || happen at an unpredictable tinme in the future. For this reason,
it is inportant that there be a nmechani sm by which the returned data
can be matched up with the original "nmessage/external -body" entity.
M ME mail servers nust use the sane Content-ID field on the returned
nmessage that was used in the original "message/external-body"
entities, to facilitate such natching.

5.2.3.6. External -Body Security Issues

"Message/ ext ernal - body” entities give rise to two inportant security
i ssues:

(1) Accessing data via a "nessage/ external -body" reference
effectively results in the nessage recipient performng
an operation that was specified by the nessage
originator. It is therefore possible for the nessage
originator to trick a recipient into doing sonething
t hey woul d not have done otherw se. For exanple, an
originator could specify a action that attenpts
retrieval of material that the recipient is not
authorized to obtain, causing the recipient to
unwittingly violate some security policy. For this
reason, user agents capable of resolving external
ref erences nust al ways take steps to describe the
action they are to take to the recipient and ask for
explicit permsssion prior to performng it.

The "mail -server’ access-type is particularly

vul nerable, in that it causes the recipient to send a
new nmessage whose contents are specified by the
original nessage’s originator. Gven the potential for
abuse, any such regquest nessages that are constructed
shoul d contain a clear indication that they were
generated automatically (e.g. in a Corments: header
field) in an attenpt to resolve a M Me
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"message/ ext er nal - body" reference.

(2) MME will sonetinmes be used in environnments that
provi de sonme guarantee of nessage integrity and
authenticity. |If present, such guarantees may apply
only to the actual direct content of nessages -- they
may or may not apply to data accessed through M ME' s
"message/ ext er nal - body" nmechanism |In particular, it
may be possible to subvert certain access nechani sns
even when the nessaging systemitself is secure.

It should be noted that this problemexists either with
or without the availabilty of MM nmechanisns. A
casual reference to an FTP site containing a docunent
in the text of a secure nessage brings up simlar
issues -- the only difference is that M ME provides for
automatic retrieval of such material, and users may

pl ace unwarranted trust is such automatic retrieval
mechani sns.

5.2.3.7. Exanples and Further Expl anations

When the external -body nmechanismis used in conjunction with the
"mul tipart/alternative" nmedia type it extends the functionality of
"mul tipart/alternative” to include the case where the sane entity is
provided in the sane format but via different accces nechani sns.
When this is done the originator of the nmessage nust order the parts
first in terns of preferred formats and then by preferred access
mechani snms. The recipient’s viewer should then evaluate the |ist
both in terns of format and access nechani sns.

Wth the enmerging possibility of very wide-area file systens, it
becones very hard to know i n advance the set of nmachi nes where a file
will and will not be accessible directly fromthe file system
Therefore it may nmake sense to provide both a file name, to be tried
directly, and the name of one or nore sites fromwhich the file is
known to be accessible. An inplenentation can try to retrieve renote
files using FTP or any other protocol, using anonynous file retrieval
or pronpting the user for the necessary nane and password. |[If an
external body is accessible via nultiple nechanisns, the sender may
include multiple entities of type "nessage/ external -body" within the
body parts of an enclosing "multipart/alternative" entity.

However, the external -body nechanismis not intended to be limted to
file retrieval, as shown by the nail-server access-type. Beyond
this, one can imgine, for exanple, using a video server for external
references to video clips.
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The enbedded nmessage header fields which appear in the body of the
"message/ ext er nal - body" data nust be used to declare the nedia type
of the external body if it is anything other than plain US ASCl I
text, since the external body does not have a header section to
declare its type. Simlarly, any Content-transfer-encodi ng other
than "7bit" nust al so be declared here. Thus a conplete
"message/ ext er nal - body" nessage, referring to an object in PostScript
format, m ght | ook like this:

From Wonever

To: Soneone

Dat e: \Whenever

Subj ect: what ever

M ME-Version: 1.0

Message- | D: <i dl@ost. conp

Content-Type: nultipart/alternative; boundary=42
Content-1D: <i dOO1@uppy! ake. bel | core. conp

--42

Cont ent - Type: nessage/ ext ernal - body; nanme="BodyFor mats. ps";
site="t hunper. bell core. cont; node="inmage";
access-type=ANON- FTP; directory="pub";
expiration="Fri, 14 Jun 1991 19:13:14 -0400 (EDT)"

Content-type: application/postscript
Content-1D: <id42@uppyl ake. bel | core. conp

--42

Cont ent - Type: nessage/ ext ernal - body; access-type=local-file;
name="/u/ nsb/witing/rfcs/ RFCM M. ps";
site="t hunper. bel |l core. coni;
expiration="Fri, 14 Jun 1991 19:13:14 -0400 (EDT)"

Content-type: application/postscript
Content-I1D: <id42@uppyl ake. bel | core. conr

--42

Cont ent - Type: nessage/ ext ernal - body;
access-type=mail - server
server="1|istserv@ogus. bitnet";
expiration="Fri, 14 Jun 1991 19:13:14 -0400 (EDT)"

Content-type: application/postscript
Content-1D: <id42@uppyl ake. bel | core. conp

get RFC-M ME. DOC

--42--
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Note that in the above exanples, the default Content-transfer-
encoding of "7bit" is assuned for the external postscript data.

Li ke the "nmessage/partial" type, the "nmessage/ external - body" nedia
type is intended to be transparent, that is, to convey the data type
in the external body rather than to convey a nessage with a body of
that type. Thus the headers on the outer and inner parts mnmust be
merged using the sane rules as for "nessage/partial". |In particular,
this means that the Content-type and Subject fields are overridden,
but the Fromfield is preserved.

Not e that since the external bodies are not transported along with

t he external body reference, they need not conformto transport
limtations that apply to the reference itself. In particular,
Internet mail transports may inpose 7bit and line length [imts, but
t hese do not automatically apply to binary external body references.
Thus a Content-Transfer-Encoding is not generally necessary, though
it is permtted.

Note that the body of a nessage of type "nessage/external -body" is
governed by the basic syntax for an RFC 822 nessage. |In particular,
anything before the first consecutive pair of CRLFs is header
information, while anything after it is body information, which is

i gnored for nost access-types.

5.2.4. O her Message Subtypes

M ME i npl ementations nmust in general treat unrecogni zed subtypes of
"message” as being equivalent to "application/octet-streant

Fut ure subtypes of "nessage" intended for use with email should be
restricted to "7bit" encoding. A type other than "nessage" should be
used if restriction to "7bit" is not possible.

6. Experinental Media Type Val ues

A nedia type val ue beginning with the characters "X-" is a private
val ue, to be used by consenting systens by nutual agreenent. Any
format wthout a rigorous and public definition nust be named wth an
"X-" prefix, and publicly specified values shall never begin wth
"X-". (O der versions of the widely used Andrew system use the "X-
BE2" nane, so new systens shoul d probably choose a different nane.)

In general, the use of "X-" top-level types is strongly discouraged.
| npl ement ors shoul d invent subtypes of the existing types whenever
possi ble. In many cases, a subtype of "application” will be nore
appropriate than a new top-1|evel type.
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7. Sunmmary

The five discrete nedia types provide provide a standardi zed

mechani smfor tagging entities as "audi o", "image", or several other
ki nds of data. The conposite "nmultipart” and "nmessage" nedia types
all ow m xi ng and hi erarchical structuring of entities of different
types in a single nmessage. A distinguished paraneter syntax all ows
further specification of data format details, particularly the
specification of alternate character sets. Additional optional
header fields provide nmechanisns for certain extensions deened
desirabl e by many inplenentors. Finally, a nunber of useful nedia
types are defined for general use by consenting user agents, notably
"message/ partial" and "nessage/ ext er nal - body".

9. Security Considerations

Security issues are discussed in the context of the
"application/postscript” type, the "nessage/ external - body"” type, and
in RFC 2048. | nplenmentors should pay special attention to the
security inplications of any nedia types that can cause the renote
execution of any actions in the recipient’s environnent. In such
cases, the discussion of the "application/postscript” type may serve
as a nodel for considering other nedia types with renote execution
capabilities.
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Appendi x A -- Coll ected G amar

Thi s appendi x contains the conplete BNF granmar for all the syntax
speci fied by this docunent.

By itself, however, this grammar is inconplete. It refers by nane to
several syntax rules that are defined by RFC 822. Rather than
reproduce those definitions here, and risk unintentional differences
between the two, this docunment sinply refers the reader to RFC 822
for the remaining definitions. Wierever a termis undefined, it
refers to the RFC 822 definition.

boundary : = 0*69<bchars> bchar snospace
bchars : = bcharsnospace /
bcharsnospace := DIAT / ALPHA / "™ [ "(" [ ")" [
B e AT R |
BV Y S
body-part := <"nessage" as defined in RFC 822, with al

header fields optional, not starting with the
speci fi ed dash-boundary, and with the
delimter not occurring anywhere in the

body part. Note that the semantics of a

part differ fromthe semantics of a nessage,
as described in the text.>

close-delimter := delimter "--"

dash- boundary := "--" boundary
; boundary taken fromthe val ue of
; boundary paraneter of the
; Content-Type field.

delimter := CRLF dash-boundary

di scard-text := *(*text CRLF)
; May be ignored or discarded.

encapsul ation := delimter transport-paddi ng
CRLF body- part

epi | ogue : = discard-text
mul ti part-body := [ preanbl e CRLF]

dash-boundary transport-paddi ng CRLF
body- part *encapsul ati on
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cl ose-delimter transport-paddi ng
[ CRLF epi |l ogue]

preanbl e : = di scard-text

transport - paddi ng : = *LWSP-char
; Conposers MJUST NOT generate
; non-zero length transport
; paddi ng, but receivers MJST
; be able to handl e paddi ng
; added by nessage transports.
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