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Who am I?

jonschipp@gmail.com

 Jon Schipp

 Unix Admin

 Linux & Unix User Group

 Southern Indiana Computer Klub



sickbits.netsickbits.net
30+ articles on packet capture and other security related things30+ articles on packet capture and other security related things
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Frame Processing

jonschipp@gmail.com

[http://www.ece.rice.edu/~willmann/teng_nics_hownicswork.html]



e1000 driver

[http://kb.pert.geant.net/PERTKB/InterruptCoalescence]



Receive Path

[www.ecsl.cs.sunysb.edu/elibrary/linux/.../LinuxKernel.pdf]



Packet Path Ingress Direction

[ftp://ftp.tik.ee.ethz.ch/pub/students/2011-FS/MA-2011-01.pdf]
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Linux, packet drops 

jonschipp@gmail.com

static int get_dev_fields(char *bp, struct interface *ife)
{
    switch (procnetdev_vsn) {
    case 3:
        sscanf(bp,
        "%llu %llu %lu %lu %lu %lu %lu",
               &ife->stats.rx_bytes,
               &ife->stats.rx_packets,
               &ife->stats.rx_errors,
               &ife->stats.rx_dropped,

    ...

ifconfig
Drops reported by kernel (out of space):

Drops reported by NIC, NIC dependent:
             $ ethtool -S eth0

[me]
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snort

jonschipp@gmail.com

[www.snort.org/]

# snort -r 05-11-2012_12\:30_eth3.pcap -c /etc/snort/snort.read.conf -l .

Read file ( -r ),
use configuration file ( -c ), 
write alerts to the cwd ( -l ),

Files:

[http://sickbits.networklabs.org/snort-offline-analysis/] 



Ethtool, lost packets

[https://lkml.org/lkml/2006/9/28/323]

$ ethtool -S eth0 | egrep (rx_missed|no_buffer)'



ifpps - Statistics

[http://sickbits.networklabs.org/ifpps-top-like-network-statistic-tool/]



ifpps – Get RX Pkts

[http://sickbits.networklabs.org/ifpps-top-like-network-statistic-tool/]



ifpps – High Interrupts

[http://sickbits.networklabs.org/interface-down-alerts-with-ifpps/]



ifpps – Drops and Errors >  0

[http://sickbits.networklabs.org/interface-down-alerts-with-ifpps/]
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Capture

jonschipp@gmail.com

Collecting the data and writing it to disk

Can we handle it all?

Tools:

bpf filters - a packet filtering language

netsniff-ng - a high-performance zero-copy capturing program

tcpdump – the de facto command-line packet capturing tool



10/24/12 16

BPF filters

jonschipp@gmail.com

Examples:

Basic Filters:

Hosts:

ether aa:bb:cc:dd:ee
ether src aa:bb:cc:dd:ee
ether dst aa:bb:cc:dd:ee
host 192.168.1.1
src host 192.168.1.1
dst host 192.168.1.1

Ports:

port 80
src port 80
dst port 25
portrange 0-1023

Network:

net 192.168.1.0/24
src net 192.168.1.0/24
dst net 192.168.1.0/24

Protocol:

arp
ip
ip6
tcp
udp
icmp

Advanced Filters:

tcp[13] = 0x02
tcp[13] & 2 = 2
ip[12:4] = ip[16:4]

ip and tcp and port 80 and dst host (192.168.1.1 or 192.168.1.2)

icmp and ether dst host 00:01:02:03:04:05

Combinations:

Size:

less 64
greater 500

 udp port 53 and not src net (192.168.1.0/24 or 192.168.2.0/24)

port 25 and tcp[20:4] = 0x4d41494c
port 80 and tcp[32:4] = 0x47455420
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BPF Filters – 1

jonschipp@gmail.com

[me]

[http://www.security-freak.net/raw-sockets/EthernetHeaderStructure.png]
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BPF Filters – 2

jonschipp@gmail.com

[me]

[http://www.security-freak.net/raw-sockets/EthernetHeaderStructure.png]
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BPF Filters – 3

jonschipp@gmail.com

[http://www.visi.com/~mjb/Drawings] 

Compare protocol field ( udp = 0x11 )
Load Halfword from IP ID field ( bitwise & to detect 
fragmentation)
Load 1 byte from offset 14 ( IHL )
Calculate IP header length
0101   AND
1111    (0x0f) 
------
0101 ( 5 * 4 = 20 bytes) IP header size
^ value stored as x
ld halfword, dst port = [ x + 16 ] = [36] byte offset
 [36] = 0x35 = 53 decimanl

[me]
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Capture SYN &

jonschipp@gmail.com

[me] 

# tcpdump -d 'tcp[13] & 2 = 2' >/dev/null | grep -B 1 -A 2 0x2

# tcpdump -nnr 05-11-2012_12\:30_eth3.pcap -c 3 'tcp[13] & 2 = 2' | grep -E '(S|S\.)'
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IP Options:  RR Example

jonschipp@gmail.com

[me] 

# tcpdump -Xvvnni eth5 'ip[0] & 0x0f > 5'

# ping -R 192.168.1.1 -c 1
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Capture HTTP GET Method

jonschipp@gmail.com

[me] 

# tcpdump -Xnnr ~jon/mypcaps/05-11-2012\:30_eth3.pcap -c 3 -s 96 'port 80 and tcp[32:4] = 0x47455420'

# printf '\x47\x45\x54\x20\n' | hexdump -c 



[https://github.com/gnumaniacs/netsniff-ng/blob/master/Documentation/Talks/gtalug_2012.pdf]



[https://github.com/gnumaniacs/netsniff-ng/blob/master/Documentation/Talks/gtalug_2012.pdf]
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netsniff-ng: a quick look

jonschipp@gmail.com

$ netsniff-ng –dev –num 1 –ring-size 50MB -b 0 -H 

[http://sickbits.networklabs.org/netsniff-ng-performant-packet-sniff/] 



netsniff-ng: writing to disk

Netsniff-ng - Examples

[[https://github.com/gnumaniacs/netsniff-ng/blob/master/Documentation/Talks/gtalug_2012.pdf]
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netsniff-ng: writing to disk

jonschipp@gmail.com

Pcaps are written to disk in unix epoch time:

Write a new pcap to disk every 60 seconds:

[http://sickbits.networklabs.org/netsniff-ng-performant-packet-sniff/] 



bpfc

[[https://github.com/gnumaniacs/netsniff-ng/blob/master/Documentation/Talks/gtalug_2012.pdf]
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netsniff-ng: creating filters

jonschipp@gmail.com

1.)

2.)



Netsniff-ng - Statistics

[http://sickbits.networklabs.org/netsniff-ng-performant-packet-sniff/] 



netsniff-ng – Statistics cont.

 [http://sickbits.networklabs.org/netsniff-ng-performant-packet-sniff/] 

[http://sickbits.networklabs.org/netsniff-ng-performant-packet-sniff/] 



 

[https://github.com/gnumaniacs/netsniff-ng/blob/master/Documentation/Talks/gtalug_2012.pdf]



[https://github.com/gnumaniacs/netsniff-ng/blob/master/Documentation/Talks/gtalug_2012.pdf]
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trafgen config files

jonschipp@gmail.com

$P1 {
 # Dst MAC -> work 192.168.1.3
  0xc4,0x2c,0x03,0x0b,0x65,0x80
 # Src MAC
  0x90,0xe6,0xba,0x70,0xbd,0x0a
 # Proto
  0x08, 0x00,
# Network Layer - IPv4
 # IP Version & IHL
  0x45,
 # Type of Service
  0x00,
 # Total Length
  0x00,0x1c,
 # Identification
  0x6a,0xae,
 # IP Flags (3 bits) & Fragment Offset 
  0x00,0x00,
 # TTL 
  0x40,
 # Protocol 
  0x11,
 # Header Checksum
  0x8c,0xa6,
 # IP Source Address
  0xc0,0xa8,0x01,0x29,
 # IP Destination Address
  0xc0,0xa8,0x01,0x03,
 # UDP - Source Port
  0x05,0x32,
 # UDP Destination Port
  0x05,0x39,
 # Length
  0x00,0x08,
 # UDP Checksum
  0x71,0xf6,
 # Padding & Data 
  0x00,0x00,0x00,0x00,0x00,0x00,
  0x00,0x00,0x00,0x00,0x00,0x00,
} [me] 
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trafgen config files

jonschipp@gmail.com

$P1 {
 # Dst MAC -> work 192.168.1.3
  0xc4,0x2c,0x03,0x0b,0x65,0x80
 # Src MAC
  0x90,0xe6,0xba,0x70,0xbd,0x0a
 # Proto
  0x08, 0x00,
 # IP Version & IHL
  0x45,
 # Type of Service
  0x00,
 # Total Length
  0x00,0x1c,
 # Identification
  0x6a,0xae,
 # IP Flags (3 bits) & Fragment Offset 
  0x00,0x00,
 # TTL 
  0x40,
 # Protocol 
  0x06,
 # Header Checksum
  0x40,0x46,
 # IP Source Address
  0xc0,0xa8,0x01,0x29,
 # IP Destination Address
  0xc0,0xa8,0x01,0x03,
 # TCP - Source Port
  0x08,0x7f,
 # TCP Destination Port
  0x00,0x50,
 # Sequence Number
  0x59,0x3d,0xa6,0xde,
 # Acknowledgement Number
  0x2e,0x5c,0x0d,0xae,
 # Offset & Reserved
  0x50,
 # TCP Flags
  0x02,
 # Window 
  0x02,0x00,
 # Checksum
  0xe5,0x70,
 # Urgent Pointer
  0x00,0x00,
 # Padding & Data
 # 0x00,0x00,0x00,0x00,0x00,0x00
}

 
 

1.)

2.)

3.)

[me] 
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trafgen – packet generation 

jonschipp@gmail.com

[me] 
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tcpdump

jonschipp@gmail.com

Dump ethernet header ( -e ), everything in hex and ascii ( -XX ) and grab only the first 96 bytes of each by setting the snap length ( -s ):

Write 10 packet to disk ( -c ) and do not resolve port numbers and name ( -nn ), write to file test.pcap ( -w ):

[http://www.tcpdump.org/]



10/24/12 38

Analysis

jonschipp@gmail.com

Analyzing the data that we have collected

Making sense of it

Tools:

ntop – a web-based traffic monitoring tool with many graphs

iftop – shows data rate and other metrics per connection

tcpflow – a tcp/ip session reassembler

tcpick – a tcp stream sniffer and connection tracker

speedometer – measure and display rate of data across an interface

snort – A free lightweight network intrusion detection system
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ntop

jonschipp@gmail.com

ntop -d -L -u ntop –access-log-file=/var/log/ntop/access.log -b -C –output-packet-path=/var/log/ntop-
suspicious.log –local-subnets 192.168.1.0/24,192.168.2.0/24,192.168.3.0/24 -o -M -p 
/etc/ntop/protocol.list -i br0,eth0,eth1,eth2,eth3,eth4,eth5 -o /var/log/ntop 

[http://www.ntop.org/products/ntop/]
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iftop

jonschipp@gmail.com

Find bandwidth hogs

Per connection bandwidth statistics

BPF filters via libpcap and an easy to use regex screen filter

iftop - display bandwidth usage on an interface by host

Fault: inability to read pcaps
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iftop

jonschipp@gmail.com

iftop - display bandwidth usage on an interface by host
                  One connection displayed per line

[http://sickbits.networklabs.org/iftop-finding-traffic-hogs/]
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iftop

jonschipp@gmail.com

Interactive: press “h” to cycle through views, traffic show in both directions, per connection, one line each

[http://sickbits.networklabs.org/iftop-finding-traffic-hogs/]
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iftop

jonschipp@gmail.com

$ iftop -i eth0 -F 192.168.1.0/255.255.255.0

Show traffic originating from network 192.168.1.0/24 to any not from 192.168.1.0/24

[http://sickbits.networklabs.org/iftop-finding-traffic-hogs/]
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iftop

jonschipp@gmail.com

$ iftop -i eth0 -f 'port (80 or 443)' $ iftop -i eth0 -f 'ip dst 192.168.1.5'

Example BPF filters

[http://sickbits.networklabs.org/iftop-finding-traffic-hogs/]
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iftop – screen filter & config file

jonschipp@gmail.com

Press the “l” key to a set a screen filter with regex

Configuration file: ~/.iftoprc

[http://sickbits.networklabs.org/iftop-finding-traffic-hogs/]
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tcpflow

jonschipp@gmail.com

[http://sickbits.networklabs.org/tcpflow-a-tcp-ip-session-reassembler/]

a tcp/ip session reassembler:
$ tcpflow -i eth2 -e -c 'port 25'
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tcpflow

jonschipp@gmail.com

[http://sickbits.networklabs.org/tcpflow-a-tcp-ip-session-reassembler/]

a tcp/ip session reassembler:

$ file ./*

# tcpflow -i eth0 -b 96 -e -c port 80
Color ( -e ), stdout ( -c ), snap length ( -b )
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tcpick

jonschipp@gmail.com

 tcp stream sniffer      
 and connection          
 tracker

[http://sickbits.networklabs.org/tcpick-tcp-stream-sniffer-and-connection-tracker/]

# tcpick -r 05-11-2012_12\:30 eth3.pcap -C -h -yP -e 15 "port ( 21 or 20 )"

Read file ( -r ),
color output ( -C ), 
display ports/ip/flags ( -h ),
print data to stdout ( -yP )
, packet count ( -e ), and 
set BPF filter
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tcpick

jonschipp@gmail.com

 tcp stream sniffer      
 and connection          
 tracker

[http://sickbits.networklabs.org/tcpick-tcp-stream-sniffer-and-connection-tracker/]

# tcpick -r 05-11-2012_12\:30 eth3.pcap -C -h -wR -e 10 "port 25"

Read file ( -r ),
color output ( -C ), 
display ports/ip/flags ( -h ),
write to cwd ( -wR ),
packet count ( -e ), and set 
BPF filter

Server and Client flows:
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speedometer

jonschipp@gmail.com

speedometer is a simple bandwidth utilization sensing tool that 
displays the current throughput usage in a moving bar graph fashion.

$ speedometer -rx eth0

[http://sickbits.networklabs.org/speedometer-a-graphic-network-throughput-tool/]
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speedometer

jonschipp@gmail.com

Speedometer can handle multiple interfaces at once

$ speedometer -rx eth0 -rx eth2 -rx eth3 -rx eth4 $ speedometer -rx eth0 -c -rx eth2 -c -rx -eth3 -c -rx -eth4

[http://sickbits.networklabs.org/speedometer-a-graphic-network-throughput-tool/]
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ngrep – network grep

jonschipp@gmail.com

$ ngrep -S 49 -qI 05-11-2012_12\:30 eth3.pcap “GET .*.jpg” 'port 80' -n 3

Displays the  first 49 bytes ( -S ) of packet, quiet mode ( -q ), read input from file ( -I ),
grab first 3 packets ( -n )

Note: ( -S ) is not the same as the snap length ( -s ) which specifies the size to capture.
[me] 
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ngrep – web traffic log

jonschipp@gmail.com

# ngrep -I bad_user.pcap -q -W single -t "GET" ip src 192.168.1.1 | awk 
'{ print $2, $3, $11, $9}' | sed 's/\.\{1,3\}User-Agent//' | grep -v -E '(ad|
cache|analytics|wxdata|voicefive|imwx|weather.com|counterpath|
cloudfront|2mdn.net|click|api|acuity|tribal|pixel|touchofclass|flickr|
ytimg|pulse|twitter|facebook|graphic|revsci|digi|rss|cdn|brightcove|
atdmt|btrll|metric|content|trend|serv|content|global|fwmrm|typekit|[a-
z]*-[a-z]*\.com|pinit|cisco|tumblr)' | sed '/ [ \t]*$/d' > url.txt

[me] 
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Contact

jonschipp@gmail.com

 
  Questions, suggestions, polite criticism: 
     jonschipp@gmail.com

  More info:

    sickbits.net 
      dclinux.org
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