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USB REVERSE ENGINEERING

dGeNDa

1 Warum?

¢ Wie?

{ Alternativen
T Q&A

1 (evtl.) Ausprobieren
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USB REVERSE ENGINEERING

Warum?
¥ Freie Software fur USB-Devices
1 Konkret: Sony a/00 DSLR
9 (Security-)Analyse des Traffics
¥ z.B. PINs bel Smartcardlesern
1 Software-Protection-Dongles

¢ Because we can!”
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USB REVERSE ENGINEERING

wie?

¢ Annahme: (Windows-)Software
vorhanden

{ Sniff
9 Replay

Y (Educated) Guessing
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USB REVERSE ENGINEERING
Wie? — sniFFen

= Sniffer for USB

WD APID Filker inztalled? | Descrption Fresent | Driver
JSBROOT_HUBWIDE0EELPID 265688 EWD002 USB-Root-Hub  “es {36FCSEB0-C465-11CF-8056-444553540000}40009
JSB\ROOT_HUBZ0:MIDE03EEPID 265CEREN Q002 - USBE-Root-Hub  “es {36FCIE BO-C465-11 CF-8056-44455 3540000340010

LSBid_054ckPid_02ebiRew 0700 - DSLR-A700 es

Log File: Dizplay Refrezh Contral: Device List: Filker Contral:

Filenarne : Refrash | Lizt Devices Mot Prezent Inztall
|E:HWINDDW5“-.L|3|:|SHDD|:|.IDQ

Auto-Fefresh: [ ninstall

Log size [in bytes] : |-1
| Enable Uninztall Al

Refresh Interval: |1 minute j

Heplug

Delete Log

Wiew Log
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Terminal - ushsnoop.log (ftmp) - Yk
[38B295 ms] :»>> WURE 7 going dowm >3
-- URB_FUNCTION_BULK_OR_IMNTERRUPT_TRAMSFER:
PipeHandle B2fc93f4 [endpoint BxBBEAERE] ]
TransferFlags BEBBAEBAZ (USBD_TRANMSFER_DIRECTION_CQUT, USBD_SHORT_TRANSFER_OK)
TransferBufferLength HARAARAAC
TransferBuffer HARARARARAA
TransferBuf ferMDL B2Y9c4den
HHARERRER: Ac AP AP AR A1l AR Al 18 Al AP @B A9
UrbLink = HEHABHAR
[28B988 ms] UsbSnoop - MylInternalIOCTLCompletion(fSbB9126) | fido=82c986e8, Irp=829alal
8., Context=82f4c448, IRQL=2
[38B98E ms] <<< WURE 7 coming back <<<
-- URB_FUNCTION_BULK_OR_INTERRUPT_TRAMNSFER:
FipeHandle = B2fc93f4 [endpoint BxHEERERE] ]
TransferFlags = BEBBEBAZ (USBD_TRAMSFER_DIRECTION_CUT, USBD_SHORT_TREANSFER_OK)
TransferBufferLength HARAARAAC
TransferBuffer HARARARARAA
TransferBuf ferMDL B2Y9c4den
[]UrbLinH HAREREAA
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USB REVERSE ENGINEERING

wie? — RePLaY

1 Praktisch wenn wenig Traffic

9 Sony a/700 produziert viel ,NOP”-
Traffic

9 Replay um rauszufinden, wo bzw.
wann wirklich was passiert

1 usbsnoop?2libusb.pl
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wie? — RePLaY

ret = c_write(deuh,
printff * bulk write returned
print_bytes(buf, ret];

printfr”

primtf bulk write returned
print_byt buf. re

ret = Lk ad (deuh, A
primntf 34 bulk read returne

« 1087 ) ;

nemcpy (buf, "

ret = _bulk_write(deuh,
printf( Lk write returned
print_byt

primtf("

uslee

primtf bulk read returned
print_bytes(buf, ret);
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USB REVERSE ENGINEERING

Wie? — epucaten GUessInG
9 Output der Antworten anstarren

9 #ifdef O / #endif

9 Strukturen bzw. bereits bekannte
Protokolle identifizieren

{ im konkreten Fall: PTP-
Erwelterung
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USB REVERSE ENGINEERING

dLTERNATIVEN

¢ Hardware USB-Analyzer
{ sicher schick, kostet aber $$$
Y Virtual USB Analyzer von VIMWare

9 wird benutzt um deren USB-
Stack zu testen

¢ GUI mit Timeline, Diff-Modus
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USB REVERSE ENGINEERING
Q&
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USB REVERSE ENGINEERING

LINKS

9 Usbsnoop

| http://benoit.papillault.free.fr/lusbsnoop/
9  usbsnoopZ2libusb.pl

| http://iki.fi/lindi/darcs/usbsnoop2libusb/usbsnoop2libusb.pl
9  Virtual USB Analyzer

| http://vusb-analyzer.sourceforge.net/

9 Alphamote

| http://repo.or.cz/w/alphamote.git
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